2020 IEEE 16th International Conference on Control & Automation (ICCA)
Oct 9-11, 2020 (Virtual) Sapporo, Hokkaido, Japan

Privacy-Preserving Correlated Data Publication
with a Noise Adding Mechanism
Mingjing Sun, Chengcheng Zhao, and Jianping He
data often exhibits strong coupling relations, e.g., medical
data such as weight and blood pressure are often assumed to
be normally distributed [12]. Thus, considering the correlated
data publication [13], it rises a natural problem that, can
the attacker use the correlation for analysis. It is intuitively
feasible but lacks theoretical support. Noting this, we first
reveal that the attacker is capable of using the correlation.
Then, we theoretically provide privacy analysis and optimal
noise design for the correlated data publication.
There are two main challenges in studying privacypreserving data publication in correlated settings: 1) The
first challenge is, for the data publication scenes, a proper
and rigorous privacy metric should be proposed to guarantee
the users’ privacy. Note that different from database query
problems, the key privacy concern of users is to ensure
that their original data cannot be accurately estimated, rather
than the indistinguishability that can be well quantified by
differential privacy [4]. For example, in an individual deposit
dataset, for the rich, it is an indisputable fact that his
property is far more than others. It is more important for
the rich that the attacker cannot infer the specific value of
his deposit in a bank, rather than whether he deposits in a
bank. 2) The second challenge lies in correlation modeling
and privacy analysis. The analytical relationship between
general correlations and privacy leakage remains unclear.
To achieve efficient privacy protection for correlated data
publication, it is essential to conduct rigorous theoretical
studies to understand the analytical relationship between
privacy leakage and general correlations.
Differential privacy has been defined and applied for
quantifying the degree of individual privacy preservation in
a statistical database [4]. It is proposed to maximize query
accuracy while maintaining indistinguishability of each entry.
For preserving privacy in a correlated database, differential
privacy may result in redundant noise derived from both
records and queries [11], [14]. Most importantly, the privacy
guarantee by database query problems is different from the
privacy demand of data publishers in reality. Data privacy
is proposed in [5], where privacy analysis for independent
data publication is investigated. More privacy definitions
(e.g., identifiability, information-theoretic metrics) have been
discussed in [15]–[21]. Most of the existing works (e.g., [22],
[23]) need the assumption that data is independent. How to
quantify the privacy for correlated data publication and what
kind of noise distribution can achieve maximal privacy are
remained open.
The main contributions are summarized as follows.
• We extend the definition of data privacy [5] to multi-

Abstract— The privacy issue in data publication is critical
and has been extensively studied. However, most of the existing
works assume the data to be published is independent, i.e.,
the correlation among data is neglected. The correlation is
unavoidable in data publication, which universally manifests
intrinsic correlations owing to social, behavioral, and genetic
relationships. In this paper, we investigate the privacy concern of data publication where deterministic and probabilistic
correlations are considered, respectively. Specifically, (ε, δ )multi-dimensional data-privacy (MDDP) is proposed to quantify
the correlated data privacy. It characterizes the disclosure
probability of the published data being jointly estimated with
the correlation under a given accuracy. Then, we explore
the effects of deterministic correlations on privacy disclosure.
For deterministic correlations, it is shown that the successful
disclosure rate with correlations increases compared to the
one without knowing the correlation. Meanwhile, a closedform solution of the optimal disclosure probability and the
strict bound of privacy disclosure gain are derived. Extensive
simulations on a real dataset verify our analytical results.

I. I NTRODUCTION
With extensive personal data generated, data plays a key
role in people’s lives in various applications ranging from
medical treatments to online-social interactions [1], [2]. Before using data for statistical analysis, users need to publish
data. For data publication, how to protect individual privacy
while obtaining accurate data analysis is an increasingly crucial issue [3]. For example, when users broadcast electrical
usages to the data fusion center, the exact individual’s data is
fuzzy in the broadcasting process for privacy concern, while
the aggregated result should be accurate.
Many efforts have been devoted to investigating privacypreserving data publication. The existing works can be summarized as three aspects. The first type of research focuses
on quantitative mechanisms analysis, e.g., differential privacy
[4] and data privacy [5]. The second one is protection
mechanisms design, e.g., encryption [6], anonymity [7] and
noise adding [4]. The third type focuses on optimization,
e.g., maximizing the measure of privacy [8]–[10]. These
representative methods basically assumed that data is onedimensional or independent [11]. However, the real-world
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TABLE I
I MPORTANT N OTATIONS

dimensional correlated data privacy defined by (ε, δ )multi-dimensional data-privacy ((ε, δ )-MDDP), quantifying disclosure probability of the published data being
jointly estimated with correlations under a given accuracy. To the best of our knowledge, this is the first study
to investigate the noise adding on multi-dimensional
correlated data in the sense of (ε, δ )-MDDP.
• We analyze the effects of the correlation among data
on the privacy disclosure. It is shown that using the
correlation, the successful disclosure rate increases compared to that the correlation is unknown. Furthermore,
the closed-form solution of disclosure probability and
the strict bound of privacy gain are derived.
• We propose the optimal noise adding strategy in the
sense of (ε, δ )-MDDP for the case with full couplings.
The remainder of this paper is organized as follows.
Section II formulates the problem. The main results are
presented in Section III. Moreover, Section IV evaluates the
theoretical results through simulations. Finally, Section V
concludes the paper.

Symbol
xi
x
χ
G(·)
f (·)
Θi
fθ (·)
fθi |· (·)
x+
ν
ε
δ
eθ |Gx (·) (x+ )

is the maximum absolute value of elements in vector x. Then,
we have
Pr{||x̂ − x||∞ ≤ ε} = Pr{||θ̂ − θ ||∞ ≤ ε},

(2)

where x̂ is an ε-accurate estimation if ||x̂ − x||∞ ≤ ε, ε > 0
and it is a given error threshold. Inspired by [5], we provide
one important definition as follows.
Definition 3: Given ε-accurate estimation, and x+ =
+
[x1 , . . . , xN+ ]T , Gx or fx are the information available to the
attacker, the optimal estimation of x is defined as

II. P RELIMINARIES AND P ROBLEM F ORMULATION
Consider that there are N users with unique ID, indexed
by 1, 2, . . . , N, and each user broadcasts his/her real-valued
data to the data fusion center. Let x = [x1 , . . . , xN ]T denote
a private real-valued data vector, where xi represents private
data held by i-th user. Users preserve the privacy of their
sensitive correlated data via adding random noises, i.e.,
x+ = x + θ ,

Definition
user i’s original data
the original data vector of all users
the vector of the possible value sets of x
the full-coupling among original data
the probabilistic coupling among original data
the set of random variable θi
the joint probability density function of θ
the marginal PDF of random variable θi
the observed data vector
the variable denoting the possible original data
the estimation accuracy of x
the joint disclosure probability of x
the estimation of θ using x+ and the correlation

x̂∗ = arg max Pr{ν + θ = x+ | ∀||ν − x̂||∞ ≤ ε, Gx ( fx )}, (3)
x̂∈χ

where ν is variable, denoting the possible value of original
data. χ = [χ1 , . . . , χN ]T , and χi is the set of the possible values
of xi .
Remark 1: In (3), it should be pointed out that both the
distribution and the estimation range of θ are affected by
Gx , and the details will be discussed later.
When the correlation is unknown to the attacker, then (3)
is simplified to

(1)

where θ = [θ1 , . . . , θN ]T is a random noise vector, and x+ is
a data vector to be published. Assume that the entries of the
noise vector θ are uncorrelated. By referring to [11], [12], we
consider two common types of correlations among original
data as follows.
Definition 1: Full coupling means the original data is
correlated in the form of multivariate explicit function
G(x1 , . . . , xN ) (Gx ).
Definition 2: Probabilistic coupling means the original
data is correlated in the form of multivariate joint probability
density function f (x1 , . . . , xN ) ( fx ).
Full coupling is common among numeric data, e.g., the
relation between height and weight of male can be obtained
by polynomial regression [24]. Probabilistic coupling is usual
among attribute data, e.g., the attributes such as weight and
blood pressure are often normally distributed [12].

x̂∗ = arg max Pr{ν + θ = x+ | ∀||ν − x̂||∞ ≤ ε},
x̂∈χ

(4)

which is consistent with [5].
B. Privacy Definition
Under the above attacker model, to quantify the degree
of privacy protection of correlated data publication, the relationship between estimation accuracy and privacy is defined
as follows.
Definition 4: A noise adding mechanism (1) satisfies
(ε, δ )-multi-dimensional data-private, iff,

A. Attacker Model

δ = Pr{||x̂∗ − x||∞ ≤ ε},

Suppose that there is an attacker outside the users’ data
publication group. It is able to eavesdrop the broadcast
information x+ and knows the noise adding mechanism (1).
The attacker aims to infer the true data vector x. Let x̂ be
an estimation of x, where x̂i represents i-th element of x̂.
The attacker can infer x by using the difference between the
observed value and the estimated value of the added noise,
i.e., x̂ = x+ − θ̂ , where θ̂ is the estimation of the added noises
θ . The infinite norm is denoted as ||x||∞ = max{|xi |}, which

(5)

where ε is the estimation accuracy and δ is the disclosure
probability.
Remark 2: Definition 4 quantifies the probability that the
attacker can successfully estimate each entry of x in a
given interval [xi − ε, xi + ε], ∀i ∈ [1, N] is equal to δ , using
the optimal estimation. A smaller value of ε offers higher
accuracy, and a smaller value of δ offers a lower disclosure
probability.
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Definition 5: With the knowledge of noise set Θ̂i and xi+ ,
the successful disclosure rate of xi is defined as
 ∗
R θ̂ +ε

 θ̂ ∗i −ε fθi (z)dz
Ri
× 100%, if θ̂i∗ ∈ Θi ,
(9)
γi =
z∈Θ̂i f θi (z)dz

 0,
otherwise,

C. Problem of Interests
In this paper, we are mainly concerned about the following
issues:
i) How the data correlations affect the attacker’s optimal
estimation compared to that the correlation is unknown, and
what the bound of privacy gain is if it exists.
ii) Whether there is a closed-form expression of the
optimal estimation and the disclosure probability considering
data correlations.
iii) For the case with full couplings, which kind of
noise probability density distribution fθi (z), i = 1, 2, . . . , N
is optimal in the sense of (ε, δ )-MDDP, that is,
min

fθi (z),i=1,2,...,N

s.t.

δ
(6)

E{θi } = 0,
Var{θi } = σ 2 ,

where Θi = {xi+ − χi }, Θi ⊂ Θ̂i is the true set narrowed down
by full coupling, and θ̂i∗ is the optimal estimation of θi
obtained by using (3). And the successful disclosure rate
of x is γ = ∏Ni=1 γi .
Remark 3: From Definition 5, it is observed that if θ̂i∗ ∈
Θi , then, γi increases with Θ̂i being narrowed down, i.e.,
the attacker can successfully estimate the real value with a
higher probability when Θ̂i is smaller. Note that, ε should
i}
be constrained as ε < sup{Θi }−inf{Θ
, otherwise, γi = 1 may
2
holds no matter which kind of fθi (z) is used. We conclude

i = 1, . . . , N.

R θ̂i∗ +ε

that when δi =

where σ 2 is noise variance. Problem (6) is difficult to solve
directly, since the explicit expression of δ is difficult to
obtain considering the data correlation.

fθi (z)dz is fixed, γi increases as the

θ̂i∗ −ε

coverage of Θ̂i be smaller.
Theorem 1: Consider the mechanism (1), if the original
data is full-coupled by G(x1 , . . . , xN ), then, the successful
disclosure rate increases, i.e.,

III. M AIN R ESULTS

γ̂ ≤ γ,

A. Multi-dimensional Full-coupled Data Publication
Consider a powerful attacker not only has the observation
x+ but also knows the full-coupling Gx . First, we investigate
how full-coupling affects δ . From Definition 3, 4, one sees
that δ depends on fθ (z1 , . . . , zN ), ε and the estimation policy
(3). Here we have,
δ = Pr{||x̂∗ − x||∞ ≤ ε| x+ , χ}
≥ Pr{||x̂∗ − x||∞ ≤ ε| x+ , Gx , χ}.

(10)

where γ̂ is the successful disclosure rate of x without
knowing the correlation.
Proof: By using the full coupling and other elements’
domain information, there exists an element in x whose real
value set is narrowed down, we denote such element by xi ,
and other elements by x j , ∀ j ∈ [1, N], j 6= i. Thus, we have
χi ⊂ χ̂i , i.e., Θi ⊂ Θ̂i , and

(7)

Z

The inequality (7) holds because the full-coupling may
narrow the real value set down to a small set within the
initial set. Then, according to (3) and (5), δ varies and it is no
larger than that before domain changing. Therefore, although
there exists extra information Gx available to the attacker
rather than only x+ , extra knowledge of full-coupling does
not necessarily increase δ . A case of δ decrease is provided
as follows.
Example 1: Given the noise distribution fθi (z) and the estimation accuracy ε approaching zero, for Θi = {xi+ − χi }, let
Θi,1 , Θi,0 be the noise sets of xi , fθ∗i |Θi,1 (z) = maxz∈Θi,1 fθi (z).
If fθ∗i |Θi,1 (z)> fθ∗i |Θi,0 (z), from Definition 3, 4, we have,

Z

z∈Θi

fθi (z)dz <

z∈Θ̂i

fθi (z)dz,

(11)

where Θ̂i is the noise set of i-th element in x when the
correlation is unknown to the attacker, and Θi is the noise
set of i-th element narrowed down in x. Let θ̂i∗ ∈ Θ̂i be the
optimal estimation of θi obtained by using (3). Then, if
i) θ̂i∗ ∈ Θi . It occurs when the optimal estimation of θi
without using the full coupling is also within the real domain
Θi . It follows that,
Z θ̂i +ε

max
θ̂i ∈Θi θ̂i −ε

Z θ̂i +ε

fθi (z)dz = max

θ̂i ∈Θ̂i θ̂i −ε

fθi (z)dz.

From Definition 5, we directly obtain
lim
ε→0

maxθ̂i ∈Θi,1

δ |Θi,1
= lim
δ |Θi,0 ε→0 max

R θ̂i +ε
θ̂i −ε

fθi (z)dz

R θ̂i∗ +ε
θ̂ ∗ −ε

R θ̂i +ε

θ̂i ∈Θi,0 θ̂i −ε f θi (z)dz
2ε ∗ fθ∗i |Θi,1 (z)
= lim
> 1,
ε→0 2ε ∗ f ∗
θi |Θi,0 (z)

γi = R i

(8)

fθi (z)dz

z∈Θi f θi (z)dz

R θ̂i∗ +ε
θ̂i∗ −ε

> R

fθi (z)dz

z∈Θ̂i f θi (z)dz

where Θi,1 ⊂ {Θi,1 ∪ Θi,0 }.
In order to quantify the disclosure probability under correlation Gx and construct a relationship between δ and Θ,
we define successful disclosure rate as follows.

× 100%
(12)
× 100%

> γ̂i ,
where γi is the successful disclosure rate of xi using the full
coupling, γ̂i is the successful disclosure rate of xi without
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knowing the correlation. For γ j = γ̂ j , ∀ j ∈ [1, N], j 6= i, and
γ = ∏Nk=1 γk , (10) holds.
/ Θi . It occurs when the optimal estimation of θi varies
ii) θ̂i∗ ∈
as Θi be smaller due to full coupling. Then, if
R +ε
R +ε
a) maxθ̂i ∈Θi θ̂θ̂i−ε
fθi (z)dz ≤ maxθ̂i ∈Θ̂i θ̂θ̂i−ε
fθi (z)dz
i

It directly follows that
+
θi + θ j = (y+
i + y j ) − c,

which means the sum value of all possible noises added on y
is known to the attacker, based on observation and correlation
knowledge. Let ŷ∗ be the optimal estimation under y+ and
G(yi , y j ) = 0. Using (3), we have

i

This case occurs when the optimal estimation θ̂i∗ without
using the full coupling is not within the real domain Θi .
From Definition 5, γ̂i = 0 holds. Thus, we have
γi > 0, γ̂i = 0,

ŷ∗ = arg max Pr{ν + θ = y+ |G(yi , y j = 0),
ŷ∈χ

(13)

∀||ν − ŷ||∞ ≤ ε}
+
= arg max Pr{νi + θi = y+
i , ν j + θ j = y j |G(yi , y j ) = 0,

and (10) holds.
R +ε
R +ε
b) maxθ̂i ∈Θi θ̂θ̂i−ε
fθi (z)dz > maxθ̂i ∈Θ̂i θ̂θ̂i−ε
fθi (z)dz
i

ŷ∈χ

∀||ν − ŷ||∞ ≤ ε}

i

This case is impossible when Θi ⊂ Θ̂i .
The equality of (10) holds when Θi can not be narrowed
down by Gx , e.g, when Θ̂ = RN . The proof is completed.
Remark 4: Theorem 1 implies that because the full coupling exists, we can obtain more information about the real
domain, and the uncertainty of x is decreased. Thus, there
exists a higher probability that the attacker can make an
accurate estimation on data vector x.
Lemma 1: Consider (1), if xi and x j are independent for
∀i, j ∈ [1, N], i 6= j, x ∈ RN . Then, with zero mean and
finite variance σ 2 , uniform distribution of fθ∗i (z) reaches the
maximum privacy in the sense of (ε, δ )-MDDP, i.e.,
(
√ 
 √
√1 , if z ∈ − 3σ , 3σ ,
∗
2
3σ
fθi (z) =
(14)
0,
otherwise,

Pr{|x̂k∗ −xk |≤ε|x̂k ∈χk }
,
R sup(Θk )
f (z)dz
inf(Θk ) θk

max

θ̂ ∈{y+ −χ} θ̂i −ε
ŷi +ŷ j =c
+
= y − eθ |Gy (y+ ),

θ̂ j −ε

fθi ,θ j (z, h)dzdh

(18)
where θ̂ = y+ − ŷ. Note that the joint distribution of any two
random variables M and N satisfies
fM,N (m, n) = fM|N (m|n) fN (n).

(19)

Using (17), we have
Z θ̂i +ε Z θ̂ j +ε
θ̂i −ε

θ̂ j −ε

Z θ̂ j +ε

=
θ̂ j −ε

Z θ̂ j +ε

=
θ̂ j −ε

fθi ,θ j (z, h)dzdh

fθi ,θ j (c − h, h)dh

(20)

fθi |θ j =h (θei |θ j = h) fθ j (h)dh.

Substituting (20) to the right side of (18), the 2-dimensional
joint optimal estimation is as follows,
ŷ∗ = y+ − arg

Z θ̂ j +ε

max

θ̂ j −ε
θ̂ j ∈{y+
j −χ j }
θei =c−θ̂ j

fθi |θ j =h (θei ) fθ j (h)dh,

(21)

which depends on the joint distribution of θi and θ j , the
values of y+ , θei and χ j . When θi and θ j are independent, it
follows from (20) that
Z θ̂ j +ε
θ̂ j −ε

fθi |θ j =h (θei |θ j = h) fθ j (h)dh
(22)

Z θ̂ j +ε

∗ are
and x̂−i

= fθi (θei )

entries in x̂∗ but x̂i∗ . And users cooperate to add the uniform
noise on (N − 1) dimensions of x j is optimal in the sense of
(ε, δ )-MDDP.
Proof: We prove it from two-dimensional coupled vector
y = [yi , y j ]. Coupling function G(yi , y j ) can be any explicit
function, since it is able to represent y j in an algebraic form
of yi . Without loss of generality, we assume G(yi , y j ) = yi +
y j − c = 0. With the dynamic but observable y+ , the attacker
can use the fact that noises added by users satisfies:
+
yi + y j = y+
i − θi + y j − θ j .

Z θ̂i +ε Z θ̂ j +ε

= y+ − arg

where i = 1, . . . , N.
Proof: The lemma follows from Theorem 4.4 in [25].
Remark 5: Lemma 1 means that, to minimize the disclosure probability of multi-dimensional independent data publication under the optimal estimation, independently adding
uniform noise on each dimension of x is optimal in the sense
of (ε, δ )-MDDP.
Theorem 2: Consider (1), if the original data is fullcoupled by G(x1 , . . . , xN ), and add independent noises, then,
the attacker is able to reduce the N-dimensional joint optimal
estimation to

Z θ̂ j +ε

x̂∗ = x+ − arg
max
fθ j (z)dz, ∀ j 6= i
j
j
θ̂ j −ε
(15)
θ̂ j ∈{x+
j −χ j }

 ∗
∗
x̂i = {x̂i | G(x̂i , x̂−i ) = 0, x̂i ∈ χi },
where i = arg min{k=1,...,N}

(17)

θ̂ j −ε

fθ j (h)dh,

where fθi |θ j =h is the conditional PDF of θi under the condition θ j = h (h ∈ Θ j ). θ j is a variable, and θi is a fixed value
based on variable θ j when y+ is fixed.
Then, the multi-dimensional joint estimation (18) is reduced to two-phase one-dimensional estimation as follows,
+
i) the attacker use y+
i , y j and full-coupling G(yi , y j ) = 0,
from Theorem 1, if there exists
Pr{|ŷ∗j − y j | ≤ ε|ŷ j ∈ χ j } Pr{|ŷ∗i − yi | ≤ ε|ŷi ∈ χi }
, (23)
>
R sup(Θi )
R sup(Θ j )
f
(z)dz
θ
fθ j (h)dh
i
inf(Θi )
inf(Θ j )

(16)
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then, to achieve an accurate estimation of y with a higher
probability, there exists a higher priority for the attacker to
target y j . Using (3), the optimal estimation of y j is
= arg max

Z y+ −ŷ j +ε
j
y+
j −ŷ j −ε

ŷ j ∈χ j

fθi |θ j =h (θei |θ j = h)

× fθ j (h)dh
= arg max

ŷ j ∈χ j

Successful Disclosure Rate

ŷ∗j

0.7

(24)

Z y+ −ŷ j +ε
j
y+
j −ŷ j −ε

fθ j (h)dh.

θ̂ j −ε

fθ j (h)dh, ∀ j 6= i,

0.2

0.1
0.2

0.3

0.4 0.5 0.6 0.7
Estimation Accuracy

0.8

0.9

0.7

(25)

Successful Disclosure Rate

min max

0.3

(a) Privacy comparison of ones with/without knowing the Gx

Then, we investigate the optimal noise adding on data
vector y. From the two-phase estimation, the dimension of
the optimization problem is reduced,
fθ j (h) θ̂ j ∈Θ j

0.4

0.1

in (24), i.e.,

Z θ̂ j +ε

0.5

0

ii) To minimize the error of |ŷ∗i − yi |, the attacker infers yi by
using the full-coupling fact G(yi , y j ) = 0 and the ŷ∗j estimated
ŷ∗i = {ŷi | G(ŷi , ŷ∗j ) = 0, ŷi ∈ χi }.

full-coupling estimation
independent estimation

0.6

(26)

the solution of (26) is given in Lemma 1.
Based on the closed-form expression of disclosure probability, in the sense of (ε, δ )-MDDP, the optimal noise adding
strategy is
(
√ 
 √
√1 , if z ∈ − 3σ , 3σ ,
∗
2
3σ
fθ j (h) =
(27)
0,
otherwise,

0.6

0.5
0.4

0.3
Laplace noise
Gaussian noise
uniform noise

0.2

0.1
0

0.1

0.2

0.3

0.4 0.5 0.6 0.7
Estimation Accuracy

0.8

0.9

(b) Privacy under x+ and Gx with different noise distribution
Fig. 1.

The privacy comparison with full-coupling

where ∀ j ∈ [1, N], j 6= i, i.e., users cooperate to add uniform
distribution noise on y j selected is optimal in the sense of
(ε, δ )-MDDP.
Remark 6: Full coupling is identified to reduce the dimension of joint estimation effectively, the closed-form δ and optimal noise adding strategy are derived. Users are suggested
to cooperatively protect those data with less uncertainty by
adding optimal noise. Thus, the disclosure probability is
minimized while less noise is added contrasted with (14).
Theorem 3: (Bound of privacy gain) Consider (1), if
K pairs of original data are coupled by Gx , given noise
distribution satisfying (27), and xk ∈ [− M2 , M2 ], ∀k ∈ [1, N].
Then,
γ − γ̂
2ε
(28)
≤ ([ ]−K − 1)(M  ε),
M
γ̂

compared to that the correlation is unknown, and the strict
promotion bound is derived.
To mitigate privacy leakage owing to correlation, there are
two protection strategies.
i) Using the optimal noise adding strategy derived in Theorem 2. Despite considering the privacy leakage caused by
correlation, both the disclosure probability and the successful
disclosure rate are minimized.
ii) Reselect the noise variance σ 2 . A larger value of σ 2
means that the published data is more likely to deviate from
the true data, hence the privacy leakage δ is smaller. Such a
method will make the utility of the published data decrease.

holds.
Proof: From Theorem 2, it infers that with full coupling,
if the attacker makes an accurate estimation of x−i , where
x−i are entries in x but xi , then, it is able to make an
accurate estimation of xi by using (15). Under the optimal
noise derived in (27) and given xk ∈ [− M2 , M2 ], ∀k ∈ [1, N],
N−1 , i.e., γ of vector x is [ 2ε ]N−1 . Without
γ of x−i is [ 2ε
M]
M
N
knowing the correlation, γ̂ of x based on x+ is [ 2ε
M ] under
N−K ,
the optimal uniform noise. The upper bound of γ is [ 2ε
M]
which depends on the maximum number of dimensionality
reductions.
Remark 7: Theorem 1 and Theorem 3 conclude that using
the full coupling, the successful disclosure rate γ increases

In this section, we conduct simulations to verify the
obtained theoretical results. The dataset for simulation is
from the height and weight information of 10,000 women
aged 30-39 in the R platform. The full coupling Gx is ob\ =
tained by using the polynomial regression, that is, Weight
261.88 − 7.35 ∗ Height + 0.083 ∗ Height 2 . Then, 10000 twodimensional data vectors x are generated from the dataset,
and each vector contains one paired weight and height
data. For each run, users indexed by 1 and 2 randomly
generate a noise vector θ with Laplacian noise distribution,
Gaussian noise distribution and the optimal noise distribution
derived in (27), respectively. In the simulation, 10000 runs
are conducted.
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value of δ is computed by using the maximum probability
among these probabilities in all runs. When both the ranges
of height and weight are known, Θ is known. Thus, one
can obtain γ through dividing δ by the probability of the
estimated θ̂ within Θ.
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B. Verification
We first compare γ with γ̂ under the optimal noise adding
strategy derived in Theorem 2. From Fig. 1(a), one observes
that using the Gx , the successful disclosure rate increases effectively compared to that when the correlation is unknown.
It is because using the Gx , the attacker is able to decrease
the uncertainty of noise adding effectively. Furthermore, in
Fig. 1(a), the privacy gain is consistent with the bound in
Theorem 3. The value of γ in simulation matches its theoretic
result, which illustrates the correctness of theoretical results.
Then, we compare the privacy of full-coupled data publication for Laplacian noise distribution, Gaussian noise
distribution and the optimal noise distribution derived in (27).
It is observed from Fig. 1(b) that under Gx , the optimal
noise distribution derived in (27) performs better than the
extensively-used Laplacian noise distribution or Gaussian
noise distribution in the sense of (ε, δ )-MDDP.
V. C ONCLUSION
In this paper, we investigated the privacy-preserving correlated data publication problem. We proposed (ε, δ )-multidimensional data privacy to characterize the probability of
the published data being restored with the correlation under
a given accuracy, then, the privacy disclosure variation of
correlated data publication can be quantified. We obtained
the closed-form expression of the optimal estimation for
the correlated data publication. It is shown that using the
correlation, the original data vector can be restored with a
higher successful disclosure rate. Moreover, the strict bound
of privacy gain is derived. Lastly, we designed a cooperative
noise adding strategy to minimize the disclosure probability
for full-coupled data publication in the sense of (ε, δ )MDDP. The privacy analysis and optimal noise design for
multi-dimensional probabilistic data publication is to be our
future work.
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