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Abstract—Network communication topology through which
robots achieve intelligent collaboration in multi-robot formation
control systems is of fundamental importance. Existing works
focusing on security issues of multi-robot systems usually assume
that the topology is priori knowledge. However, the topology
graph is not accessible for inner security policies or ID identi-
fication from the outside of the system. An intriguing question
is how to construct the communication topology via observation
from the outside point of view. This work studies the problem of
constructing topology graph that represents magnitude of robots
interaction via observing trajectories. The main novelties of this
work include: i) It is the first time to consider the topology
inference problem in multi-robot formation control systems. ii)
We transform the inference issue into a linear regression problem.
The optimal estimation of Perron matrix that contains the
interaction profile is derived using /2-norm least square algorithm
(l2-LS). iii) Considering the link failure and creation, we propose
a novel dynamic window least square algorithm (DWLS) to
identify dynamic changing topology. Finally, simulation results
demonstrate that />-LS has 95% inference accuracy averagely
when noise parameter ;; = 0.05, and DWLS is robust and stable
in identifying time slices, moreover, accuracy approaches 90%.

I. INTRODUCTION

Over the past decades, multi-robot formation control sys-
tems have been extensively investigated for their various appli-
cations and theoretical challenges [1] [2]. Formation control,
as the key spot of the multi-robot control system, has been
discussed and developed. Typical formation control methods
include consensus-based, leader-follower and virtual structure
[3], [4]. In these methods, consensus-based formation tracking
algorithm is the most widely used algorithm, where each robot
decides the next motion autonomously under a discrete time
dynamic and they finally gather to form a formation and
achieve an agreement.

However, most of the existing works focus on designing
formation control algorithms for better stability and robust-
ness. When security issue is concerned, a more intriguing
problem is how to reconstruct the topology of connected
robots via observation, since the attacker can use the topology
information as the knowledge and apply intelligent attack
scheme [5]. For example, the attacker can search the leader
node of the topology and launch precision attack with the least
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cost. This issue is full of challenges but meaningful in both
theory research and real applications [6]-[9].

In essence, topology inference via observation is an inverse
problem from pure mathematical view. For multi-robot for-
mation control systems, inferring its topology involves some
challenges in practice. First, observed data within sufficient
long horizon which contains enough correlation information
of the states between robots is necessary. Besides, there are
continuous random noises during observation and the precision
of sensors is limited, making the problem less tractable.

This type of problem arises in many domains and we are
inspired by some existing works. For example, [10] studies
the network topology’s influence on the outbreak of diseases.
In brain network, interactions among neurons are significant
and they might improve the understanding of the disease [11],
[12]. From a merely theoretical perspective, these problems
fall under the umbrella of signal processing over graphs [13],
[14]. The aforementioned research emphasizes the graph signal
processing problem in various domains, which has the similar
mechanism as multi-robot formation control systems.

There are some works which investigate topology inference
problem for different system models. In [15], the topology
inference for linear stochastic dynamic systems is discussed.
In [16], [17], the problem in casual dynamics model focus on
learning the causal relationships by means of functional de-
pendencies. [18] addresses the problem of learning Laplacians,
which is equivalent to learning graph topologies. However,
this work focus on a new proposed representation model for
smooth graph signals based on the extension of the traditional
factor analysis model. [19] proposes a characterization of the
space of valid graphs to realize the graph recovery, in the sense
that they can explain stationary signals. [20] addresses the
problem of inferring a graph structure from the observation of
signals. The most related literature [13] aims at reconstructing
the interaction profile of the observable portion of the network.
The estimated accuracy is affected by distribution of random
noise and other factors like noise accumulation caused by
dynamics, observation capability or resolution. Therefore, it
is of great interest to propose new analysis approaches to
guarantee higher inference accuracy. The main contributions
of this paper are summarized as follows:

o To the best of our knowledge, this is the first time to
consider the topology inference problem of multi-robot
formation control systems via external observation, which
requires no prior knowledge of system dynamics.

o We propose an effective reconstruction algorithm [-LS,
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which transforms the topology inference issue into a

linear regression problem. Then, the optimal estimation

of Perron matrix that represents the topology is derived.

o To deal with the topology inference problem under the

impact of network uncertainties, e.g. packet loss, we

consider the dynamic topology case. We then propose
DWLS algorithm based on [5-LS.

e Numerical simulations are conducted to illustrate the

effectiveness and feasibility of the proposed algorithms.

The remainder of this paper is organized as follows. In

Section II, formation control model and problem description

are introduced. In section III, [5-LS and DWLS are proposed.

Simulation are shown in Section IV and Section V concludes.

II. PRELIMINARIES AND PROBLEM FORMULATION
A. Network Model

Communication among agents is modeled as an direct-
ed graph G = (V,€&), where V is the finite set of nodes
V = {v1,---,on} and € € V x V denotes the set of edges
connecting two nodes. The neighbor set of robot node i
is denoted by N;, where 5 € N; if and only if the link
(vi,vj) € €. The adjacency matrix A = [a;;] € RV*N of
a graph is defined such that a;; = 1 when (v;,v;) € €
and a;; = 0 otherwise. a;; = 1 means the robot node
¢ updates its next state with the combination of node j’s
information. The specific adjacency matrix A corresponds to
a unique topology G(A). The Laplacian matrix of graph G is
defined as £ = [l;;] € RV*N with [;; = Z?’:L#i a;; and
7(1”‘,1‘ 7é ]

B. Formation Control of Mobile Robots

Assume that there are [V robots on a two-dimensional plane.
The states of each robot satisfies single-integrator kinematics,

N3, (1

where p; = [z; yi]T, ui = [win uiy]T € R? are position vector
and control input of robot 4, respectively. Define the formation
distance A; = [A;;, A;y], which is robot i-th desired position
relative to the leader (leader leads the formation and followers
take the leader as the formation reference).

We assume that the leader’s in-degree is zero which means
leader’s update equation contains no information from other
robot nodes. The leader’s desired trajectory is realized by the
control law u; = f(t,po). For the simplicity of presentation,
we study one-dimensional space. However, results are still
valid for the high-dimensional space by the introduction of
the Kronecker product.

To realize the formation tracking, we adopt the following
distributed consensus algorithm in follower robots

ui =Y eai((pj —pi) — (85 — Ay)), 2)
ieN;
the non-negative ¢ is an admissible time-step which determines
the convergence speed of formation forming. In x-axis, robot
i-th discrete-time dynamic is as follows

xi(tk+1) :xl(tk)—’_ul(tk)ak:()vlv , 1, (3)

lij =
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Fig. 1: Illustration of topology inference problem.

combining N linear combination equations in (2) and (3) for
all the robots, the global dynamics are given by

x(tgs1) = (In —el)x(ty) + eLA,

= Pxz(tg) + by, @

where the matrix P = I — £ is called Perron matrix, b,
is the linear deviation vector introduced during every update.
A, is the formation vector which contains the position data
the follower should keep relative to leader. Perron matrix is
right-stochastic, which satisfies Zjvzl pij = L,pi; > 0,Vi =
1,2,..., N. Two assumptions are founded on both fixed and
dynamic topology cases to provide the sufficient convergence
conditions. They are strictly proved in [21].

Assumption 1. We set &€ < s——. The non-diagonal ele-
ments of Perron matrix p;; equal to € (when a;; = 1) or 0
(when a;j = 0).!

Assumption 2. The topology has a directed spanning tree, and
the formation tracking can be achieved asymptotically under
the distributed control law (2).

C. Observation Equation

In reality, observation through sensors has non-negligible
noise. Thus, the observation equation is

Zy (tk) =

where z,(tx) is the observation vector of x(t), p is noise
tunning parameter, and C' is the observation matrix. Without
loss of the generality, we assume the noise vector 7(t;) are
zero-mean with Cov(r(tx)) = In. Every entity of r(t;) is a
gaussian distribution at time tj. From (4)-(5), to simplify the
discussion, we set C' = Iy, and the observation equation is

— puPr(ty)

Cua(ty) + pr(ty) 5)

= Pzy(ty) + by + pr(tes1)
— sz(tk) + bx + q(tk+1)7

Zg (tk:+1)

(6)

where ¢(tx1) is total noise item. Equation (6) reveals a linear
transition relation between z,(t) and z, (tx41).

IThis assumption is commonly used [6], [13], and can be relaxed in our
scenario. P is not influenced by whether P is weight matrix or not. dyyqq is
the maximum in-degree of all the robot nodes.



D. Problem of Interest

As shown in Fig. 1, topology inference center (TIC)
retrieves the underling network structure of the formation
control systems via observing the robots’ trajectories without
intervening system communication links or internal entity.

In this paper, we discuss the topology inference problem
for networks of formation robots with directed information
flow under link failure and creation (i.e., dynamic network
topology). The following discussion will first address the in-
ference problem in fixed topology and then solve the dynamic
topology case based on the solution proposed for fixed one.

III. NETWORK TOPOLOGY INFERENCE ALGORITHMS
A. Sampling and Inference Mechanism

The location of agent i is p; = [z; y;]7 and updated every
period of control time 7,. T, is fixed, small and therefore
leads to the smooth motion trajectory. For TIC, the sampling
period is denoted as T, and Ts = T, = tp1 — tr. At every
sampling time ¢, sensors of TIC sense locations of moving
robots p;, = [2ix 2iy|T. After sequential samplings, we obtain
the sampled feasible trajectory dataset as follows

n} (D
i€V

where V' = {1,2,---, N} is nodes’ number set. Let D =
D, UD,, where D,, D, are trajectory datasets of robots in
x-axis and y-axis, and can be used for inference independently.
Under the equation (6), the noise vector g(tx41) contains N
components and they have the same distribution. The standard
variance of ¢;(tg41) is strictly restricted in Theorem 1.

D= { U Gialte), 2iy (1)) ke =0,1, -+

Theorem 1. Under (6), the standard variance, 0;, of noise
component q;(tgy1) is bounded in [1 [ ALy, \/§,u>

Proof: The i-th noise component g;(tx+1) contains two
noise items as follows
Pir(ty))

Gi(trt1) = p(ri(tesr) — .
) = S0 ),

where P; is the i-th row vector of Perron matrix, r;(¢y) is a
gaussian noise with mean zero and variance one. The mean of
noise ¢;(tx+1) is represented as v;, then v; = E[u(r; (tr+1)—

5 pigms ()] = pElri(ten)] - zjilpumm(tkn = 0.
The standard variance is 6; and 67 = E[(¢;(tr+1)—Gi(tr1))?)-

For g;(tk4+1)) = 0, then 67 = [(qz(tkﬂ))z]. qi(tky1) is the
sum of independent and identically distributed noise 7;(tx),

67 = p2(E[r? (ths1)] +Z sz (ti)])
214 Z P)-

Thus, 6; = /12 + Zj 1 Pi; 2, which satisfies the inequal-
ity of arithmetic and geometric means

jlpU 2 2
<o <l j p”).

9)

(10)

For 3200 pij = 1,¥i = 1,2,..., N, and p;; > 0, then the J;
is strictly restricted in [\/ NJQH 1 V24). [

Theorem 1 shows that the noise is bounded and the deviation
caused will not accumulate with iterations for the noise is
not time-variant. The amplitude-restricted noise ensures the
following topology learning mechanism’s feasibility.

It is apparent that the interaction topology of robot nodes is
buried in the P matrix in (6). Thus, the question is converted
to a system identification problem that how to design a
mechanism to identify P using the feasible dataset D.

Suppose we have got the estimated P, then the adjacency
matrix A corresponding to specific topology G(A) can be
extracted from P [13], which is described by the following

judging criteria
]., lf]A)UZT,Z#]

““’:{ 0, if piy < 7,0 # J,
where 7 is an nonnegative threshold. The threshold method
requires repeated parameter adjustment of 7, and beyond this,
unsupervised k-means clustering algorithm warrants reflection.
ultimately, the topology G(A) is derived and output.

(1)

B. Directed Fixed Topology Inference

Equation (4) shows that the formation control model is a
multiple input multiple output (MIMO) linear system. We
decomposes the system from MIMO to N multiple input
single output (MISO) systems in which parameters can be
identified by /5-norm minimum least square algorithm (/5-LS).

Node ¢’s dynamic equation in x-axis is given by

Zio(thi1) = 2o (tr) T PP+ big + qi(trsa), (12)

where P! = [ pi1  pi2 pin | is the transpose of i’th
row vector of Perron matrix P that needs to be identified,
and z,(ty) = [ 212 (tk) 2oz (tk) 2N (tr) ]T is the
observation vector at ¢;. TIC observes L times of iterations
during formation tracking progress. We get L equations at time
t1,t2,...,tr. Hence, we combine the L equations as follows

Zin, = Hp 1P+ bip +qir, = T P™ + qir, (13)

where Z;;, = [ Ziz(t1)  Ziz(t2) ziz(tr) ]T is the
robot i-th x-axis location data at time ti,%o,...,t;, and
G = [ qi(t1)  qi(t2) qi(tr) ]T is the noise vector
introduced. P** = [ bie Ppi1 Pi2 PiN ]T = [bw PZ]
is the N + 1 dimensional vector. The data matrix 77,4 is the
L x (N +1) matrix containing N robot nodes’ locations from
to to tr,—1. The goal of TIC is to find the most suitable row
parameter vector P** that minimize the quadratic cost function

i bm)Q.

To prevent the influence of data which has severe deviation
and prevent overfitting. We introduce the lo-norm regulation
item and we solve the optimization problem as follows

L

NIZEDY (zm(tk) — z(ti1)TP

k=1

(14)

P™ = argmin J (P™) + HP’*H (A>0). (15
Pix*
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Fig. 2: Illustration of directed dynamic topology inference during the formation process.

Minimizing with respect to Pix, the optimal analytic solu-
tion of estimated parameter vector P* is written as

Pz* = (TLflTLfl + )\IN+1)_ TLflziL' (16)

For equation (16), TIC does N times of optimizations like
(14) and the estimated Perron matrix is written as P* =
[ (P™)T (P?)T (PN*)T ]T. Then the final form

P =T Ty (T \To1 + Ani1) "), (17)

where Ty, = [ Zip  Zor Znp )" is the N x L data
matrix of N nodes from the first iteration at ¢y to the L-th
iteration at t;. P* = [b, P] is a block matrix, and P is the
right block of P*. The following theorem gives conditions on
which [5-LS approach has optimal estimation in the sense of
the least square estimation error. We present Algorithm 1 for
P estimation and A extraction in directed fixed topology case.

Theorem 2. Under (17), when L < N, the number of
equations is less than the number of parameters, P can’t
be uniquely determined. When E;; = 0,L = N, P is
uniquely determined, and when E;; # 0, L > N, the optimal
estimation P in the sense of least squares exists.

C. Directed Dynamic Topology Inference

Considering that the communication topology is time-
variant and dynamic changing for package loss or the environ-
mental interference, P and b, are time-variant. For a stable
inference, an assumption is made as follows:

Assumption 3. In this dynamic changing case, each topology
maintains a sufficient times of iterations T,,,m € N*. The
TIC’s observation times L satisfies N < L < min{T,,}.

Based on the assumption above, there are mainly three
key issues to be addressed when topology is dynamic: i) the
trajectory data set D contains data belonging to different graph.
A time slicing mechanism that recognizes the switching time
and divides the data into different time slices belonging to
various graphs is required. ii) the approach to sufficiently use
the subset D, of D for linear regression learning. iii) the robust
mapping between graph G and linear regression result P in
each slice. We next discuss the three solutions.

Algorithm 1: [5-LS linear learning algorithm

Input : robots’ trajectory dataset D observed by TIC
sensor, D = D, UD,;

Output: The topology graph G(A);

1 Observe and get the number of robots /N. Then, robots
are labeled by set {1, ..., N}, set adjusted regulation
parameter )\, combination weight o = 0.5;

2 Choose the time slice [ts,t.],(e —s =L > N) from D,
which is sufficient long for linear regression;

3 Make the estimation of P, 13 using equation (15) with
the trajectory dataset D, and Dy in time slice [ts, t.];

4 Figure out the P = aP, + (1 — a)P,;

s Extract A from P using k-means algorithm;

6 return topology graph G(A);

1) Time Slicing: As shown in the Fig. 2, from topol-
ogy Gi to G4, each topology maintains a sufficient long
period [ts1,te1], [ts2, te2]s [Es3s tes)s [Esas tea]. We denote the
m-th switching time as t.,, and we know that t., €
[tems tsem+1)], Vm € {1,2,3}. It is obvious that during the
time period [tsm,tem], Vm € {1,2,3,4}, the estimation of
Perron matrix P using any time slices [tx, ti] C [tsm, tem), | —
k=L > N is close to the true P because of no interference
data introduced from other topology’s time period. That means
the error curve depicting the distance between P and P
(defined as dist(P, P) in Definition 1) is stable and close to
zero in this case. On the contrary, if we choose a subset Dq
of D in [ty t;] for linear regression and dist(P, P) > § (8 is
a threshold which judge whether the distance is close zero or
not), then there must be one switching time ¢.,, € [tx, ¢;], and
the switching serial number m = j if ¢, € [t,;,tc;]. Here we
define the distance between P and P. The deﬁmtlon is

Definition 1. Define the distance function dist(-,-), then the

distance between P and true P is written as

dist(P,P) = (18)

2 R
m Mgv;iq ij — pijl-

Under the evaluation criteria above, we have explained the



principle of identifying switching time and dividing D into
time slices. However, how to choose the subset Dy of D in
[tr, t;] for regression is still a question to be solved. We next
explain the dynamic window approach to solve the problem.
2) Dynamic Window: We suppose that the dataset D has the
total time interval [tg, t,,]. The dynamic window is initialized
as a time queue ¢ = [t,#;],l—k = L > N. At the beginning,
we set tj, = to and get the estimation P(t;) by doing the linear
regression using lo-LS from D, in ¢. Then the window moves
forward one step, the ¢ is updated by ¢ = [tx41,t;+1], and we
get the estimation P(t;,1) from the newly updated D, in g.
We continue the dynamic window sliding until we get the final
estimation P(t,,). Totally, we get n— L1 times of estimations
of P when the dynamic window is finished. The estimations
can be written as P(t),t € [t1,t,]. Based on the estimations
of P, the distance dist(P(t), P),t € [tr,tn],m € N* is
calculated for the time slicing mechanism proposed above.
3) Graph Mapping: Graph mapping refers to the mapping
of G(P(t)), ¥t € [t t,] to a stable and robust topology graph
Gm = G(P,,). The distance curve dist(P(t), P,,) is discussed
above to demonstrate that any one stable period corresponds
to one topology period. However, from the standpoint of TIC,
TIC can not calculate the dist(P(t), P,,) for the unknown
P,,,. To solve the problem, we choose the gradient of P(t)
instead of dist(P(t), P,,) to do the time slicing. We find that
the gradient curve dist(P(t;), P(t;+1)) has obvious waveform
jitter when topology is dynamic changing through simulation.
Combining the three solutions proposed, we get the algorith-
m named as dynamic window least square algorithm (DWLS).

IV. PERFORMANCE EVALUATION

In this section, we first apply the consensus based formation
control strategies to five robots. The leader’s moving trajectory
is an circle. We then present the inference results of /-LS and
DWLS. The EAA which evaluates the performance of two
algorithms is defined as:

Definition 2. EAA is the index that presents the correct ratio
of edges when comparing extracted A with true A.

N N R
Yoo > laig — agl
J=li=1i]

EAA=1—
NN —1)

19)

A. Fixed Topology Case

In this case, five mobile robots are required to preserve a
pentagram formation (Fig. 3a). The formation error is shown
in Fig. 3b. We set formation system’s parameters 7, = ¢ =
0.2, and the TIC’s observation and regression parameters
T, = 02,2 = 0.01,x = 0.05, = 0.5. TIC observes the
process of formation including the formation forming stage
(0—5s) and formation keeping stage (5—80s). l5-LS algorithm
does inference using D (L = 400). In Fig. 3c, we display
the off-diagonal entries of the true Perron matrix with black
dots and the estimated ones with green dots. The matrix has
been vectorized by means of column-major ordering, and the

Algorithm 2: DWLS algorithm

Input : robots’ trajectory datum D observed by TIC
sensor, D = D, UD,;
Output: The topology graph G(A,,);

1 Observe the number of robots V. Robots are labeled by
set {1,..., N}, set adjusted regulation parameter A,
combination weight o = 0.5, error threshold [3;

2 Time period of D is [tg, t,], and set regression time
queue q = [tg, ti],l — k = L;

3 for tr = t(),tl = tL;tl < tn; do

4 Make the estimation of P, Ay using equation (15)
vyith the Dgf, D, in period [ék, t);

5 | P(t) = aP(t) + (1 —a)P,(t);

6 e(t;) = dist(P(t;_1), P(t))),m = 1,Vl > L;

7 if el(t;) < S then

8 if e(ti—1) > B, m=m+1,

9 add #; to queue [tsm, tom],m € N*;

10 else

1 | add #; to queue [tem, ty(mi1)],m € N*;

12 end

13 end

14 Eliminate short time slice [tsm, tem], tem — tsm < LT
and make m = m — 1 for the following slices in turn;

15 Choose the time slice [ts,, tes| from Dy, D, for linear
regression and get the final estimation which is combined
as Pm = aP’mqf + (]- - a)Pmy;

16 Extract /L,,L from If’m using k-means algorithm;

17 return the time slice of each topology [tsm, tem]s
switching time slices [tepm, ts(m+1)), and sequential
topology graphs G(A,,);

(vectorized) (i,7) pairs have been rearranged in such a way
that the nonzero entries appear before the zero entries. After
P estimating, k-means algorithm is adopted to cluster the dots
and extract matrix A, the clustering result is in Fig. 3d.

It is shown that one entity of matrix A is misidentified. The
inference accuracy EFAA is 95.00%.

B. Dynamic Topology Case

DWLS’s inference parameters is 5 = 0.5,L = 30. The
formation keeping stage (5 — 80s) includes three topology
changing points at 20s,40s,60s and four different topology
maintaining periods [0s, 20s], [20s, 40s], [40s, 60s], [60s, 80s].
As Fig. 2 shows, the topology switches in the following order
G1 — Go — G3 — G4. TIC also observes the whole process
(n=400) and use DWLS to regress the Perron matrix with the
dataset (po(tg), Po(tk+1), - 0o(t1)),l — k = L = 30,k €
{0,2,---,370}. Totally, TIC will do n — L + 1 times of
computation and get P(tl)J € {30,21,--- ,n}. Figure. 3e
simulates the error distance dist(P(t1), P), m € {1,2,3,4}.
Moreover, the distance dist(P(t;), P(t;+1)) which can be
calculated by TIC is shown in Fig. 3f. It is clearly found that
at the switching times, there are sharp rises and the severe
turbulence will maintain a short time slot. Regressed Perron
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Fig. 3: Simulation results of formation control of five holonomic robots and topology inference performance in fixed topology (case 1) and
dynamic topology (case 2). The parameters are set as T, = Ts = ¢ = 0.2, u = 0.05, the running time is 80s.

matrix using data in four topology maintaining slices are
presented horizontally in Fig. 3g and A extracted by k-means
is illustrated in Fig. 3h, which shows that only eight entities
of matrix A is misidentified and the accuracy is 90.00%.

V. CONCLUSION

We investigate topology inference problem via observation
for multi-robot formation control in this paper. Firstly, we
propose an effective algorithm [5>-L.S which transforms the
topology inference issue into a linear regression problem.
Then, to deal with the topology inference problem in dynamic
topology case, we propose DWLS algorithm. The DWLS algo-
rithm has three creative basics, that is dynamic window, time
slicing and graph mapping. Finally, simulations demonstrate
the effectiveness of these two algorithms.
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