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Abstract—Formation control has attracted considerable at-
tention for its wide applications, e.g, military reconnaissance,
environment exploration. However, the formation suffers ad-
ditional security vulnerabilities due to its distributed fashion,
networked communication and openness to outside environments.
Existing works focus on detection and countermeasures for some
classic attacks, e.g., Denial of Service (DoS), replay and deception
attacks. Nevertheless, those attacks are generally from cyberspace
and the methods are based on an assumption that the attacker has
some knowledge or access to the formation system, like the system
dynamics is known or internal nodes are compromised. It remains
an open issue given how to design a feasible attack or under
what conditions an attack can be implemented. In this paper,
we aim to design a feasible and intelligent attack scheme against
the obstacle-avoidance of formation control. We describe it as
“intelligent” for the following: i) Without any prior information
of the system dynamics, the attacker can learn the detection area
and goal position of an agent by trial and observation; ii) The
obstacle-avoidance mechanism is regressed using support vector
regress (SVR) method; iii) The strategy exhibits attack efficiency.
Furthermore, a sufficient condition is obtained to guarantee
the success of the intelligent attack. Simulations illustrate the
effectiveness of the proposed attack scheme.

I. INTRODUCTION

In recent years, multi-agent systems have been a research
hotspot. Formation control of mobile agents is a key problem
in this field, aiming to keep a group of mobile agents in
a specific geometric formation [1]. It has shown great val-
ues in many military and industrial applications, e.g, object
transportation and manipulation, military search and rescue.
Numerous formation control algorithms have been developed
in the literature, including behavior-based methods, leader-
follower methods, and virtual structure methods, to name a
few. Among these approaches, consensus is a key and powerful
theoretical tool. The control method combined with consensus
is named as consensus-based formation control.

Consensus-based formation control usually models holo-
nomic mobile agents as fully actuated single or double in-
tegrators [2]-[6]. For agents with non-holonomic constraints,
however, their instantaneous movement is restricted [7], mak-
ing the problem more challenging. Numerous research have
investigated on this area [8]-[12]. Note that collision/obstacle-
avoidance is a vital criterion when evaluating these method-
ologies, and it’s also an important part of path planning.
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In general, path planning algorithms can be roughly divided
into two categories, i.e., deterministic (like artificial potential
field method), and heuristic (like evolutionary algorithm) [13].
Artificial potential field method is usually combined with
consensus-based formation control algorithm. In [14], the
researchers design a controller with obstacle/vehicle collision
avoidance for non-holonomic agents, which guarantees to
track trajectory with bounded error. [15] extends the idea
and proposes a distributed formation control scheme with
communication limited to neighboring agents.

When performing tasks in real environments (like military
reconnaissance), the formation is faced with some security
issues due to its distributed characteristic and high openness
to outside world. The security shows the ability of a system
to govern malicious behaviors or unanticipated events [16].
Attacks against a formation system can be roughly divided
into three categories: DoS, replay, and deception attacks [17].
Much efforts have been devoted to designing corresponding
countermeasures. [18] addresses the problem of ensuring
trustworthy computation in a linear consensus network with
misbehaving agents. The problem of estimating the state of
a linear system has been studied given measurements are
corrupted in [19]. In [20], undetectable and unidentifiable
attacks are characterized and detection filters are designed.

However, most of the existing research rely on a baseline
premise that the attacker has some knowledge or access to
the formation system. For example, malicious agents have
knowledge of network structure or nodes’ states [18], the
packets transmitted over network are corrupted [21] and links
among agents are altered by an adversary [22]. Thus, there still
remain potential gaps between theory and practice, concerning
how to implement the attack or under what conditions the
attack is possible to be launched. Motivated by this, we design
a feasible and intelligent attack scheme against the obstacle-
avoidance of formation control. The major challenge is that
the attacker needs to figure out what kind of information is
necessary, how to obtain and then use them to launch attacks.
We refer to the attack as a scheme without prior information
because no knowledge of the formation or access to the system
is needed. First, we show how the attacker attains the necessary
information of the target. Then, we propose a strategy to
implement the attack. Finally, we provide simulation results.

Our study provides new insights into the security issues for
formation control. The main contributions of this paper are
summarized as follows:

o To the best of our knowledge, this is the first time to

consider the feasibility of an attack against formation
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control without any prior information of the system
dynamics for an attacker.

o We propose an intelligent attack scheme for the attacker.
It can learn the obstacle detection area of an agent through
trial and observation. By the collected data and SVR
method, the obstacle-avoidance mechanism is regressed.
Then, an intelligent attack can be launched such that the
victim agent moves into the preset trap area.

e We obtain a sufficient condition for the attacker to
launch the attack successfully. Extensive simulations are
conducted to illustrate the feasibility and effectiveness of
our proposed scheme.

The rest of this paper is organized as follows. In Section
II, the basics of formation control with obstacle-avoidance
are introduced. The control methods for holonomic and non-
holonomic are both considered. The attack strategy is proposed
in Section III. Relative simulation results are shown in Section
IV. Finally, Section V concludes this paper.

II. CONSENSUS-BASED FORMATION CONTROL

In this section, we first introduce some basics of graph
theory. Then, we present consensus-based formation control
for both holonomic and non-holonomic agents. Following
this, we show how artificial potential approach and dynamic
window approach work in formation control.

A. Graph Theory Basics

Let G=(V,€) be a directed graph to model the communica-
tion topography among agents, where V = {vy,--- ,vn} is
the finite set of nodes and £€ C V x V is the set of edges.
An edge (v;,v;) € € indicates that v; can receive information
from v;. The adjacency matrix A = [a;;]nxn Of a graph is
defined such that a;; > 0 if (v;,v;) € €, else a;; = 0.

A directed path is a sequence of nodes vy, vg, - - -, v, such
that (v;,vi41) € €, 4 € {1,2,---,r — 1}. A directed graph
has a (directed) spanning tree if there exists at least one node
having a directed path to all other nodes. Let N; = {j € V' :
a;; # 0} denote the set of neighbors of node v;. The Laplacian
matrix of the graph G is defined as P = diag(A-1) — A. Note
that the communication digraph G of the formation must have
a spanning tree to achieve consensus.

B. Formation Control of Mobile agents

We adopt common algorithms for formation control. Each
agent of the formation can measure the relative positions of
its neighbors. For simplicity, we first introduce the consensus-
based algorithm for mobile agents with holonomic constraints.

Consider a group of N mobile agents in an n-dimensional
space, the dynamic of each agent is given by

{Z.” o (1)
Vi = Uy,

with vector position p; € R", speed v; € R™ and acceleration
input w; € R™. For motion in the 2-D plane, p; = [z, y;]
is the coordinates of agent i in X-Y coordinates. Define
the constant desired position of agent i relative to moving

formation leader py as A;, and the leader’s velocity as vy. A
second-order control algorithm for each agent is given by

u; = Vo + vko(vo — v;) + kp(Po + Ai — ;)

+ > caig (0= A;) = (i = Ai) +7(v; —v), ()
JEN;
where c, v, kp, k, are tuning parameters. Note that if the
graph has a spanning tree and all eigenvalues of corresponding
Laplacian matrix are real, setting c,7, k;, k, > 0 can guarantee
the convergence of (2) [23].

For non-holonomic mobile agents (car-like wheeled mobile
agents, unicycles, etc.), their motion is controlled directly by
linear velocity v and angular velocity w or velocities of two
driving wheels. The kinematics is modeled by the following
non-linear ordinary differential equations (ODEs)

Z; = v; cos(b;),
yi = v;sin(6;), 3)
0; = w,
where 6; € [0,27) is the orientation of agent ¢ with respect
to the x axis. As in [24], the “hand” position of the agent

is defined as h = (zp,yn), which lies a distance L from
the center p along the agent’s axis of orientation. By simple

transformation, we have

Zp | | cosf® —Lsinf v @)

yn | | sin@ Lcos# w |
The kinematics of the hand position is holonomic for L # 0. In
this way, the control problem is simplified and sufficient for
the purpose of this paper. According to [25], the formation
control can be achieved by

1< .

Ui = > ailp; —v(pi — pj — Ai + A)]
' JEN;

1
+ Eaio[ﬁo —v(pi —po — Ay)], (5)

where d; is in-degree of agent 4, and A;, p; are the same as
in (2). Utilizing (4) and (5), we obtain
Us
Tt . 6
} { Uyi ] ©

v | cos b;
=L
The controller (5) makes the agents gradually form the desired
formation such that v; — vg and w; — wg.

It should be pointed out that the above two types of
formation control are the cornerstone of most applications of
mobile agents formation. In the following sections, we will
propose an intelligent attack scheme that can be applied to
both of them, making our attack generic in practice.

sin 092
1 )
. cos 0;

C. Obstacle-avoidance Algorithm

It’s a fundamental requirement for a multi-agent formation
to have the ability to avoid collision with agents and obstacles.
We choose the classic artificial potential approach [26], be-
cause it’s based on local information and has good adaptability
considering complicated environment changes. The basic idea
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is that when an agent detects an obstacle or another agent, it
produces a repulsive potential field, with the artificial force
acting in the negative direction of the potential gradient. The
algorithm is given by

Vo(p,pobs

1 _ 1 ) .
krep (p(p,pobs) Po) e 7 1 PPsPobs) < po;
S p(ps Povs) > po,

Urep = { 0
(N

where p and p,ps are the coordinates of the agent and obstacle,
respectively, and p (papobs) = ”p - pobs||2'

Regarding u; of (2) and (5) as attraction force term, we
combine e, with u; to achieve formation control with
obstacle-avoidance. Then, we have

®)

Us, final = Wi + Uj rep,

where u;, finq represents the final input of agent 1.

For the leader of the formation, the dynamic window
approach (DWA) is applied to guide the whole formation’s
movement. DWA is a velocity-based local planner which
calculates the optimal collision-free velocity. The optimization
goal is to select a heading and velocity that drives the agent
to the goal with the maximum clearance from an obstacle. For
more details, readers are referred to [27].

Remark 1. Due to the leader-follower architecture of the
formation, the followers only need to track the leader’s move-
ment by the consensus-based algorithm. If the leader is under
attack, the influence will be spread in the whole formation.
Therefore, it’s very natural for an attacker to choose the leader
as the direct attack target.

III. INTELLIGENT ATTACK SCHEME

In this section, an intelligent attack scheme against the
obstacle-avoidance of formation control is proposed. We de-
note the attacker as R, and the victim as R, hereafter. An
assumption is made as follows:

Assumption 1. The attacker can move faster than agents of
the formation, and has the ability to sense objects.

When a running agent of the formation encounters an
obstacle within its detection area, it will evaluate the obstacle’s
influence and take corresponding action, deviating from its
desired trajectory. Inspired by this, we choose the obstacle-
avoidance of the formation as the focus of the intelligent attack
scheme. It’s assumed that the leader moves between two fixed
workplace, while others follow them. This is a very common
scenario in applications of formation control. Our proposed
scheme consists of the following parts:

« First, without any prior knowledge, R, needs to acquire
basic information of R, by sampling. The information
should reflect the states of R,’s motion, such as position
and heading, velocity and acceleration velocity.

o Then, R, is supposed to learn R,’s detection area and goal
position through trial and observation. Based on that, R,
can further collect data of R,’s avoiding obstacles and
regress the obstacle-avoidance mechanism using SVR.

« Finally, the designed attack is launched against the for-
mation with all necessary information obtained.

A. Pre-sampling

Denote the posture of an agent as p = [1 Y 9}/, which
is updated every periodic control time 7'. T" is a fixed small
constant determined by the system. The agent’s trajectory dur-
ing the period T' can be approximated as a straight line. R, is
able to measure its relative displacement with a moving object.
After three consecutive sampling moments, the instantaneous
variables of R,’s motion are estimated by

Tkl — Tk _ Yk+1 — Yk
Ve k+1 = 711 s Vy,k+1 = 711 ;
Uy, k+1
= 2 2 — Zysrrd
Vk1 = \/ Vg py1 T Vy k1o Okt+1 = arctanv "y 9)
1',
Vg1 — Vk Orp+1 — Ok
ak+1 - T ) wk—‘rl == T )

where the subscript k is the sampling time ¢, and v, w, a repre-
sent its linear, angular and accelerated velocities, respectively.
To make (9) completely available, the sampling period needs
to be small enough (e.g, 10ms) and R, always has the last three
groups of data stored to calculate (9). For holonomic mobile
agents, this process is much easier with higher precision and
we can directly utilize v, v,. To make a unified statement, let
v1 = v, vy =w if the formation agents are non-holonomic or
V1 =y, V2 =0y if holonomic.

B. Intentional-learning

It’s a common sense that the obstacle-avoidance of mobile
agents is based on detecting its surrounding environments. The
most generalized detection area is a circular region. If we
do not consider obstacles behind an agent while it’s moving
forward, the detection area is modeled as a sector directly.
Then, the primary goal of R, is to infer the radius D and
angle range « of the sector.

Here we denote the detection area as (D,«a). When R,
moves close to Ry, R, makes a record of R,’s relative position,
heading and bearing with it. After a period T(e.g, set 1s), R,
do the measurement again. With the two readings, R, is able
to calculate R,’s position variation As and heading variation
A0 after T. Considering T = N'T, during time slot [t;, t;+7T7,
we have

As(i) = \/(Aziipn)? + (Agsirn)?,

A 5
AG(i) = arctanM,
Az i+ N

(10)

where AILH-N = I(tz + NT) — llf(tz) and Ayi7i+N :y(tz +
NT) —y(t;). Note that in normal situations, R, goes straight
forward to the goal, i.e., A@=0. Therefore, we assume R, is
detected as an obstacle within (D, ) by R, if A8 # 0. This
whole process is illustrated in Fig. 1.

We present Algorithm 1 for R, to learn R,’s detection area
and goal position. The process is shown in Fig. 2. R, records
three trajectories track(i) (i = 1,2,3), which are segments
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N Adjusting for period T

Goal
Position

Normally running
towards goal

Detecting 'obstacle’
halfway

Desired trajectory
without obstacles

Fig. 1: R,’s reaction after detecting R, as an obstacle.

Algorithm 1: Learning R,’s Detection Area and Goal

Input: R,’s posture P,, posture regulating variables Ad, A«
for every trial
Output: detection area (D, «) and goal position
Initialize: R, moves to remote posture P, such that R, is
directly ahead of Ry, i.e. ¢,=0;
while A9 =0 do
d=d— Ad,
P, =P, + ds
Calculate A0 ;
if A6 # 0 then
‘ Record D, and the following trajectory as trackl;
end
end
Reset: R, moves to a posture P, such that R, is in R,’s +90°
direction with distance = D, i.e., a1 = 0 + 90°;
11 while A =0 do
12 a1 = a1 — Aa
13 Calculate A#;
14 if A6 # 0 then
15 | Record a1, and the following trajectory as track2;
16 end
17 end
18 Reset: R, moves to another posture P, such that R, is in R,’s
—90° direction with distance = D, i.e., az = 6 — 90°. Then
R. does the same process again to obtain a new o and track3;
19 o = [a2, 1], compute goal using three trajectories;
20 return (D, «) and goal position

LI B Y N L —

[
=

of straight lines leading to the goal. They are used to find the
goal position by solving the following problem

Azr =0, (11)
where A € R3*2p € R3*! and z € R?*! is the coordinates
in X-Y plane. Apparently (11) is an overdetermined equation
problem, which has an exact solution only when the measure-
ments are totally accurate. Therefore, we can only obtain the
least square solution & of (11). Thus, we define the estimation
error of & by

N ~ .

ez = (1/N) Zi:l d(z, trackli]), (12)
where d(Z,trackli]) is the distance from & to track[i], and
N is the number of recorded trajectories. Since the real goal
is generally a region, ¢; is small enough and 2 is acceptable.

Next, R, can move inside (D, o) of one agent. In this step,
R, also records its relative distance d, and bearing ¢, with
Ry, and R,’s heading deviation ¢’ with the goal point. Once

Detecting obstacle N
adjust trajectory -~ Tracki
- S

Goal
Position

~==Z_" Detecting obstacle
T adjust trajectory

(a) Learning Ry’s detection radius D. (b) Learning Ry’s detection ang 1.
Fig. 2: Algorithm 1: Learning R,’s detection area (D, «).

R, is detected, it stores two groups of data during the next
period T'. The data groups are defined as

ZnPUt(Z) = [9/(2)’ U1 (Z)a V2 (l)7 a’(l)7 d’! (l)7 @7(1)]7 (13)
output(i) = [As(i), Ab(1)].
Based on this, we define the sampled feasible set M as
M= {leu}_ (input(i),output(i))} , (14)

where F = {k € Z" : d,(k) < D, ¢, (k) € a}.

Then, we propose Algorithm 2, by which R, collects the data
set M and uses it as training data to learn the obstacle-
avoidance mechanism of R,. Note t¢mer_limit is preset trial
limit for R, and the classic SVR method is used.

Remark 2. SVR method has good performance on non-linear
regression and strong generalization ability when the amount
of data isn’t vast. It’s insensitive to algorithm models.

Now we give a detailed analysis for this algorithm. Consider
the time slot 7' = NT', we have

N1

TN — Tip = ATp ppN = E iy Ukt T cos Op4i,
N-1 )

Ykt N — Yk = AYg kN = E i Uit T s,
N—1

OpsN — O = AOp oy N = E iy Wheti T,

15)
where v;; and wy,; are determined by (6). Ideally, T should
be set such that T = T, i.e., R, does the measurement every
period T. Nevertheless, R,’s executive time to sample and
compute is beyond 7', or R,’s displacement change during 7" is
smaller than R,’s minimal detectable displacement in practice.
Therefore, longer time is necessary. We only sample a group
of data at one moment (e.g., time k), taking the limitation of
storage and computation ability of R, into consideration. The
changed model (15) is given by

Th4+N — T =~ A.{tk’kJrN =N- (’Uk -T- COS@k),

Yt N — Yk = Afp pen = N - (v - T -sinfy),  (16)
9k+N — Qk. ~ AékJﬁ_N =N (wk -T).
Simplifying (16), we obtain
Ad =N-(vp-T),
bkt (v - T) (17
AGWHN =N- (wk . T)

The SVR method is applied to regress the mapping re-
lationship between input and output essentially. There exit
inevitable model errors using (17). Ignoring the subscripts, let
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Algorithm 2: Regress Obstacle-avoidance Mechanism

Algorithm 3: Intelligent Attack Strategy

Input: R,’s detection area (D, «), intentional-learning’s
timer_limit, M =0
Output: Obstacle-avoidance mechanism f
Initialize: R, moves to a relatively far position from Ry;
for i < 1 to timer_limit do
R, moves into a random position in (D, a);
Compute input(i)=[60' (i), v1(3), v2(i), a(i), dr(i), @r(i)] at
time ¢;;
Wait for a time slot T;
Compute output(i) = [As(z), Af(:)] at time (¢t; + T);
M = MU {input (i), output(i) };

E LT ST

end
Use M and SVR method to regress f;
10 return f

Lo ® 9 »n

q = [Az,Ay,Ad] and § = [Ai,Ay,Aé]’, and present the
following probability

Plllg—4ql <g] > 1—¢(g9), (18)

where g is the error between real value and estimated value,
and 1 — ¢(g) represents the confidence we have in §. £(g) is
a monotonic decreasing function of g. The smaller g is, the
more reliable ¢ is. Naturally, we have

lim P{llg— gl = 0] =1. (19)
T—T

Concerning how to choose an appropriate T, we present a
criteria given by

T:min{ST =NT:N € Z+,AdST de}, (20)

where Adg, is R,’s displacement during S, d,, is R,’s
minimal detectable displacement.

C. Attack Strategy

The key idea of the strategy is that R, drives R, to a preset
trap (denoted as Q), which could be a pothole, a cage or an
area where the communication is invalid. In fact, if a moving
agent detects a static obstacle, it would go around the obstacle
in an arc while towards the goal. After the obstacle is off the
detection area, the agent goes directly for the goal, and we
denote this trajectory as Arc_Line. Therefore, we use an arc
to approximate the trajectory of R,’s avoiding obstacles, then
all we need to do is just to prepare the trap, decide when to
stop attacking and wait for R,’s running towards the trap. Note
that the trap position cannot be designed arbitrarily, and we
propose the following theorem for a feasible Q.

Theorem 1. Denote the trajectory of R, as L while obstacle-
free, and the square area as S with R,’s first influenced position
P, and the goal point being the diagonals. If

1) Trap Q and R, locate opposite sides of L;

2) Trap Q € Arc_Line and Q € S,
then R, can always drive R, to Q.

It’s remarkable that this theorem is relatively conservative.
We believe the same idea applies to more general cases with
additional consideration of specific algorithms. The attack
process is illustrated in Algorithm 3.

Input: obstacle-avoidance mechanism f, (D, «), trap Q,
tunning constant /3.
1 Inmitialize: R, moves into detection area (D, a) of Ry;
2 while R, is running do
3 R, predicts [As, Af] of Ry;
4 R, moves SAs along (6 + Af) direction;
5 if Q € Arc_Line and QQ € S then
6 ‘ R, stops;
7 end
s end

IV. SIMULATION

In this section, we model non-holonomic agents as simu-
lation object. First, the critical steps of the proposed attack
scheme are shown. Then, we illustrate the effectiveness of
the proposed attack strategy. Based on that, we present the
simulation results of the attack against a formation.

Fig. 4(a) shows that R, collects a series of input and output
by sequential “intentional learning”. It’s a feasible means to
regress the obstacle-avoidance algorithm using the data, when
no prior information of that is available. Fig. 4(b) shows
a simple and rough attack: once R, appears in (D, ), it
predicts R,’s next move, and runs in the predicted direction
with faster speed and repeats this process. Ideally, R, will
keep avoiding R,. However, this attack cannot proceed all
the time. We conclude the leading cause lies in two parts: 1)
the obstacle-avoidance algorithm has taken the goal point into
consideration; 2) each prediction will produce certain errors.
By comparison, the proposed attack strategy, as shown in Fig.
5, enables an attacker to drive the victim to a preset trap,
remedying the deficiency of the former one.

Fig. 6 shows that the attack strategy is applied to formation
control. Two cases are designed where the formation shape
is a triangle and a straight line, respectively. It illustrates our
strategy is feasible and efficient, with the whole formation
breaking down after the leader is attacked.

V. CONCLUSION

In this paper, we investigate the security problem of for-
mation control. Instead of focusing on detection or coun-
termeasures for attacks based on some assumptions about
the system, we present an intelligent attack scheme against
the obstacle-avoidance of formation control without any prior
information of the system. The proposed scheme enables

! \'\ ’ 1

1 N ,/ ~ Arc_Line| V-

“ ,>.\ Vy4 \\4 )

! Yy N Arc_Line

\
1
" | X
Ra . 1 1
hS i
Qg
N,
Square Area$ \.\

Goal

Fig. 3: An example of Theorem 1. Trap position (); within
S is feasible, while Q5 outside .S is not.

2694



B —Victim °
12 * Goal — Victim
* Attacker ~ ~Attacker lany
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(a) Intentional learning: R, collects (b) Simple attack: once R, appears in
data of Ry at ‘x’ positions consec- (D, ), it makes continuous impacts
utively. Ry moves from (11.5,0) to on R, without purpose. This illus-

(2,14). trates attack to the right.
Fig. 4: Intentional learning and simple attack
— Victim
“of | = Attacker * 10
* Goal
8 | X Trap T 8

X(m) X(m)

(a) trap point Q = (8.2,5.5). (b) trap point @ = (7,9).

Fig. 5: Intelligent attack: R, drives R, to a preset trap.

the attacker to learn the victim agent’s goal position and
obstacle-detection area. Furthermore, the obstacle mechanism
is regressed by using collected data and SVR method. The
feasibility of our proposed attack strategy is proved. Sufficient
accuracy is guaranteed when the measurement is with small
noises. Extensive simulations confirm the effectiveness of the
intelligent attack scheme. Future directions include extending
the idea to more complicated scenarios and establishing a
unified mathematical framework.
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