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Abstract— In the distributed optimization, multiple agents
aim to minimize the average of all local cost functions cor-
responding to one decision variable. Recently, the resilient
algorithms for distributed optimization against attacks have
received some attention, where it is assumed that the maximum
number of tolerable attacks is strictly limited by the network
connectivity. To relax this assumption, in this paper, we propose
a resilient distribution optimization algorithm by exploiting the
trusted agents, which cannot be compromised by adversary
attacks. We prove that local variables of all normal agents can
converge under the proposed algorithm if the trusted agents
induce the connected dominating set of the original network.
Furthermore, we exploit that the final solution of normal agents
will converge to the convex optima set of the weighted average
of all normal agents’ local functions. We also show that the
amount of tolerable adversary agents is not limited by the
network connectivity under the proposed algorithm. Numerical
results demonstrate the effectiveness of the proposed algorithm.

I. INTRODUCTION

With high robustness and strong scalability, distributed

optimization has found increasing applications in networked

systems and Cyber Physical Systems (CPS), such as dis-

tributed machine learning [1], distributed time synchroniza-

tion [2], distributed energy management [3], etc. Much atten-

tion has been paid to the design of distributed algorithms and

the convergence analysis, which are applicable for different

scenarios. For example, the dual averaging-based algorithm

was proposed for the undirected or fixed communication

topologies [4], [5], and the subgradient methods were de-

veloped for the directed time-varying graphs [6], and so on.

However, most of existing works are built on the hypothesis

that the network is deployed in benign surroundings without

any intruder.

With the high integration of communication structure and

distributed computation, the cyberattack has become one

of the most challenging threats faced by CPS [7]. Under

cyberattacks, the existing distributed optimization algorithms

become vulnerable or even invalid, which may lead to the
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system paralysis [8]. Therefore, investigations on the resilient

distributed optimization against attacks are desirable. Adver-

sary attacks considered in the distributed optimization can be

divided into malicious and Byzantine attacks [9]. Malicious

attacks are intent to disrupt the network functions which can

only send the same arbitrary state to their neighbors for each

period information exchanging, while Byzantine attacks have

the extra capability of sending different arbitrary states to

different neighbors.

Recently, distributed optimization under adversary attacks

has brought increasing interests. As a special case of dis-

tributed optimization, consensus under adversary agents has

been studied for decades. Denote the maximum amount of

tolerable attacks by F . Investigations on the relationship of

F , the number of total normal agents and the network con-

nectivity1 have been provided for consensus under adversary

attacks in [10] and the resilient algorithms were developed

in [11], [12]. For the general distributed optimization under

malicious attacks, Sundaram et al. proposed the resilient

algorithm by removing F largest and smallest states at each

iteration, under which the final solution will converge to

the convex hull of the set of the all normal agents’ local

minimizers [8]. Then, considering the complete graph and

Byzantine attacks, Su and Vaidya proposed a series of the

resilient algorithms by removing F largest and smallest

states and analyzed the convergence and optimality in [13],

[14]. Then, in [15], [16], such results were extended to the

constrained distributed optimization for directed networks

and both of crash faults and Byzantine attacks were taken

into consideration. It should be pointed out that all these

algorithms are only effective when F is known, which is

tightly associated with the connectivity of the network. To

relax such limitation, Sundaram et al. proposed the local

filtering consensus-based optimization in [9], [17] to bear

F local adversary attacks, where the network has to be

(F + 1, F + 1)-robust. Nonetheless, the effectiveness of

the algorithm is still restricted by the network connectivity,

meaning that when the network is sparse, the algorithm

becomes invalid. Therefore, all the above existing resilient

distributed optimization protocols will fail if F is not known

or the network connectivity is very small.

To solve the above problem, we design a resilient dis-

tributed optimization algorithm by exploiting trusted agents

(RDO-T), which is inspired by [18]. Abbas et al. in [18]

proposed the resilient consensus with trusted agents (RCP-

1The network connectivity means the least number of agents that can be
cut from the network to make the rest network unconnected.
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T), under which F can be any large number and the final

state converges to the range of the maximum and minimum

initial state. Different from [18], we consider the distributed

optimization under adversary attacks. The main contributions

of this work are summarized as follows:

1) We consider the problem of distributed optimization

under adversary attacks, where the number of attack

agents is not limited by the network connectivity and

can be arbitrarily large.

2) We design RDO-T, which is the resilient distributed

optimization by exploiting trusted agents against the

adversary attacks. Under RDO-T, the normal agents

only use the state bounded by the maximum and

minimum state among its neighbors and itself for

iterations.

3) We prove that under RDO-T, if the trusted agents

induce a connected dominating set, the convergence

can be achieved and the final solution can be bounded

by the convex optima set of the weighted average of

all normal agents’ local functions.

The remainder of this paper is organized as follows.

Section II provides the models and formulates the problem,

before the detailed resilient distributed optimization algo-

rithm is presented in Section III. Section IV analyzes the

performance of the proposed algorithm. Section V tests the

main results through numerical results. Conclusion is given

in Section VI.

II. PRELIMINARIES AND PROBLEM FORMULATION

A. Network Model
Consider a network with n, n ≥ 3 agents with unique

identifications (ID), which are denoted by {1, · · · , n}. An

undirected connected graph G = {V,E} is used to represent

the communication topology of the network, where V is the

set of N agents and E ⊂ V × V is the edge set. As the

network is undirected, there holds that (j, i) ∈ E ⇔ (i, j) ∈
E. We can also note that (j, i) ∈ E, if and only if (iff) agent

i can receive information from agent j, and agent j is the

neighbor of agent i. The neighbor set of agent i is defined as

Ni = {j|(j, i) ∈ E, j �= i} and |Ni| is the cardinality. Self-

loop is not considered here, i.e., (i, i) /∈ E, ∀i ∈ V . With a

slight abuse of terminology, the terms agents and nodes will

be utilized interchangeably.
We divide agents into three types, i.e., the normal agent,

the trusted agent and the adversary agent.

1) The normal agents may crash or compromised by the

attacker and they can identify the trusted agents among

its neighbors. We denote the set of normal agents by

Vn and its cardinality by n1 = |Vn|.
2) The trusted agents are normal nodes which have a

higher security level, implying that they cannot crash

or be compromised by the attacker. The trusted agent

can also identify the trusted agents in its neighbors.

The trusted agent set is represented by Vt and the its

cardinality is n2 = |Vt|.
3) The adversary agents include malicious or Byzantine

attacks. The adversary agents are aware of the network

structure and can identify the trusted nodes. Mean-

while, the adversary agents know the update rule of

normal agents. The set of adversary nodes is indicated

by Va and its cardinality is na = |Va|.
Then, we provide the definition of the connected dominating

set by referring to [19], which is useful in our analysis. And

the assumption satisfied by the trusted nodes is also given.

Definition 2.1: A set D of graph G = (V,E) is a

connected dominating set if every node not belonging to D
has at least one neighbor in D and all nodes in D form a

connected graph.

Assumption 2.2: The set of trusted agents induce a con-

nected dominating set of the graph G = (V,E).

B. Distributed Optimization under Adversary Attacks

Assume that each agent i has its local cost function

fi(x) ∈ R, where x ∈ R is the same variable owned

by all agents. The local cost function fi(x), ∀i ∈ V is

a convex, continuously differentiable function and is also

Lipschitz continuous, i.e., f ′
i(x) ≤ L, where L is a constant.

At the same time, it is supposed that the optimal point

set argmin fi(x) is nonempty, bounded and closed. The

derivative of the function fi(x), ∀i ∈ V is represented by

f ′
i(x). The optimization problem can be written as,

min
1

n

n∑
i=1

fi(x). (1)

When adversary agents exist, for all normal nodes, the

problem becomes,

min
1

n0

∑
i∈Vn∪Vt

fi(x), (2)

where n0 = n1 + n2. It is proved in [13] that if Va is not

an empty set, the problem (2) cannot be solved exactly in a

distributed way.

C. Problem of Interests

Existing resilient distributed optimization algorithms,

where the maximum number of tolerable attack nodes F
is required, are in front of the following challenges:

• Each normal agent has to know the knowledge of F
in some form, implying that all agents have to know

the global information of the network to some extent.

• Since F has strong relationship with the network

connectivity, when the connectivity of the network is

very small, the existing algorithms become vulnerable.

For example, when the connectivity of the network is 1,

F is zero, meaning that the existing protocol is invalid

as long as adversary attacks occur.

Therefore, it is desirable to design a resilient algorithm

for distributed optimization under adversary attacks, under

which F can be a arbitrarily number. Besides, how to

guarantee the convergence of the local variable and how

to evaluate the optimality of the proposed algorithm are

also interesting. Inspired by the existing work in [18], we

realize the resilient distributed optimization under adversary

agents by enhancing the security of some subset of agents
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in the network. The differences between our work and the

work [18] involve: 1) RCP-T is only effective for consensus.

Due to existence of cost functions, the convergence analysis

for RCP-T is not suitable for distributed optimization under

adversary attacks; 2) Authors provided the necessary and

sufficient condition to guarantee the final state bounded by

the maximum and minimum initial state of all normal agents

[18]. But for distributed optimization, the objective is to

make all local variables converge to the optimal solution.

As the optimal solution of problem (2) cannot be obtained

exactly, how to evaluate the optimality of the final state of

the resilient algorithm against attacks will be more complex

and challenging.

III. ALGORITHM DESIGN

We provide the resilient distributed optimization algorithm

by entrusting some subset of agents in this section. By

protecting the connected dominating set of graph G, we

can ensure that each normal node will only use neighbor’s

states which are bounded by the minimum and maximum

one among neighboring trusted nodes and itself. Thus, the

resilience can be guaranteed for the distributed optimization

under adversary attacks even when the amount of attack

nodes is large. Details of the resilient distributed optimization

with trusted nodes (RDO-T) can be found in Algorithm 1.

Before giving the details, we provide some notations. In

the iteration process of distributed optimization, the deriva-

tive of the local function of agent i at each iteration is

denoted by f ′
i(k) = f ′

i(xi(k)). Let {α0, · · · .α∞} be the

sequence of stepsizes, which satisfies
∞∑
k=0

αk = ∞,
∞∑
k=0

α2
k <

∞ and αk+1 ≤ αk.

Algorithm 1 RDO-T

1. Each node i initializes xi(0) randomly and broadcasts

the message xi(0) to its neighbors.

2. After receiving the message from neighbors, each node

i identifies all neighboring trusted nodes, which are

denoted by the set Ti. Then, node i sorts xj(k) for

all j ∈ Ti and keeps the maximum and minimum one

as xjM (k) and xjm(k), respectively.

3. Node i compares xi(k) with xjM (k) and xjm(k), and
then obtains the maximum and minimum state repre-
sented by xM

i (k) and xm
i (k). Then, by the comparison,

node i obtains the set Ri(k), i.e.,

Ri(k) = {j|xm
i (k) ≤ xj(k) ≤ xM

i (k), j ∈ Ni ∪ i}. (3)

4. Each node i updates xi(k + 1) according to (4). Then,

node i broadcasts xi(k + 1) to its neighbors.

xi(k + 1) =
1

|Ri(k)|
∑

j∈Ri(k)

xj(k + 1)− αkf
′
i(k), (4)

where |Ri(k)| denotes the cardinality of Ri(k).

IV. PERFORMANCE ANALYSIS

To evaluate the convergence and optimality performance of

RDO-T, we first prove the existence of the transition matrix

for all normal nodes at each iteration. Then the backward

product of the transition matrices is given and by analyzing

its ergodicity, we prove that the convergence can be achieved.

Meanwhile, the convex optima set of the weighted average of

all normal agents’ functions by referring to [13] is given and

we also show that the final solution of RDO-T will converge

to this set.

A. Existence of Transition Matrix

Assume that all normal agents including trusted ones have

identity {1, · · · , n0}. Then, we denote the state vector of all

normal and trusted agents by x(k) = [x1(k), · · · , xb(k)]
T ∈

Rn0 at iteration k.

Lemma 4.1: If assumption 2.2 holds, under RDO-T, there

exists M(k), such that,

x(k + 1) = M(k)x(k)− αkf
′(k), ∀k, (5)

where f ′(k) = [f ′
1(k), · · · , f ′

n0
(k)]T and M(k) =

[Mij(k)]n0×n0 satisfying

i) M(k) is a row stochastic matrix, i.e.,

n0∑
j=1

Mij(k) = 1, ∀i ∈ {1, · · · , n0}. (6)

ii) Mij(k) is non-zero if and only if (j, i) ∈ E or j = i.
iii) If Mij(k) is non-zero, there holds Mij(k) ≥ ϕ =

1
dM+1 , where dM the maximum cardinality of the

neighboring set among all normal nodes.

Proof: Due to step 4 to 6 in RDO-T, each normal node i
only utilizes the states xj(k), j ∈ Ri(k) of neighbors which

are bounded by the maximum and minimum state among

node i and its trusted neighbors. Hence, Ri(k) ⊆ Ni, that is,
1

|Ri(k)| ≥ 1
|Ni|+1 . Then, we analyze the following two cases,

i.e., Ri(k) ∩ Va = ∅ and Ri(k) ∩ Va �= ∅.

Case 1: If Ri(k) ∩ Va = ∅, then there holds Mij(k) =
1

|Ri(k)| for (j, i) ∈ E or j = i. Since all trusted agents induce

a connected dominating set of graph G, Lemma 4.1 holds.
Case 2: If Ri(k) ∩ Va �= ∅, there exists at least one

adversary node in Ri(k). Here, we consider that there is
only one adversary node s ∈ Va in Ri(k). Because of step 2
and 3 in Algorithm 1, there must exist 0 ≤ ρ ≤ 1 such that
xs(k) = ρxm

i (k) + (1− ρ)xM
i (k). Based on (4), we have

1

|Ri(k)|
∑

j∈Ri(k)

xj(k)

=
1

|Ri(k)|
(

∑

j∈Ri(k)\Va

xj(k) + xs(k))

=
1

|Ri(k)|
(

∑

j∈Ri(k)\Va

xj(k) + ρxm
i (k) + (1− ρ)xM

i (k)), (7)

where j ∈ Ri(k)\Va means that node j belongs to Ri(k) but
not Va. Then, we consider there is only one node j1 (j2) in
Ri(k) such that xj1(k) = xm

i (k) (xj2(k) = xM
i (k)) and give

R1
i (k) = Ri(k)\{Va∪j1∪j2}. As xm

i (k) ∈ xj(k), j ∈ Ri(k)
and xM

i (k) ∈ xj(k), j ∈ Ri(k), it obtains from (7) that

1

|Ri(k)|
(

∑

j∈Ri(k)\Va

xj(k) + ρxm
i (k) + (1− ρ)xM

i (k))

=
1

|Ri(k)|
(

∑

j∈R1
i (k)

xj(k) + (1 + ρ)xj1 (k) + (2− ρ)xj2 (k)).
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From the above equation, we infer that Mij(k) =
(1+ρ)
|Ri(k)| , j = j1, Mij(k) = (2−ρ)

|Ri(k)| , j = j2 and Mij(k) =
(2−ρ)
|Ri(k)| , j ∈ R1

i (k), which means that ii) and iii) hold. Since

|R1
i (k)| + (1 + ρ) + (2 − ρ) = |Ri(k)|, M(k) is a row

stochastic matrix, i) holds.

Similarly, we can obtain the same result for more than one

adversary node and more than one node with maximum and

minimum state in Ri(k).

B. Backward Product and Its Ergodicity
Based on (5), it can be obtained,

x(k + 1)

= M(k)x(k)− αkf
′(k)

= M(k)[M(k − 1)x(k − 1)− αk−1f
′(k − 1)]− αkf

′(k)

= M(k) · · ·M(0)x(0)−
k∑

t=0

(M(k) · · ·M(t+ 1))αtf
′(t)

= Φ(k, 0)x(0)−
k+1∑

t=1

Φ(k, t)αt−1f
′(t− 1), (8)

where Φ(k, t), t ≤ k + 1, is the backward product with

Φ(k, k) = M(k) and Φ(k, k + 1) = In0 . In0 is an identity

matrix of size n0 ×n0. By referring the theories in [20] and

[14], [16], we can obtain the following lemmas directly.

Lemma 4.2: If assumption 2.2 holds, under RDO-T, there

are at least n2 columns in Φ(t+n0−1, t) lower bounded by

ϕn01 component-wise for all t, where 1 ∈ Rn0 , is a vector

with all elements equal to 1.

Lemma 4.3: If assumption 2.2 holds, under RDO-T, for

Φ(k, t), there holds lim
k≥t,k→∞

Φ(k, t) = 1ψT(t), where ψ(t)

is a stochastic vector dependent on t.
Lemma 4.4: If assumption 2.2 holds, under RDO-T, for

any Φ(k, t), we have |Φij(k, t)−ψi(t)| ≤ (1−ϕn0)�
k−t+1

n0
�
.

Lemma 4.5: If assumption 2.2 holds, for any fixed t, at

least n2 entries in ψ(t) are lower bounded by ( 1
n0

)n0 , i.e.,

there are at least n2 entries i ∈ {1, · · · , n0} such that,

ψi(t) ≥ (
1

n0
)n0 . (9)

C. The Convex Optimal Set C(μ, ν)
To evaluate the optimality of RDO-T, here we give the

collection of functions and then prove the convexity of the
collection by referring to [13]. Since the proposed algorithm
in this paper is totally different, the bounds of the parameters
μ and ν are different. The collection is denoted by,

C(μ, ν) = {g(x)|g(x) =
∑

i∈Vn∪Vt

βifi(x), βi ≥ 0,

∑
i∈Vn∪Vt

βi = 1,
∑

i∈Vn∪Vt

1{βi ≥ μ} ≥ ν} (10)

where 1{·} is the indication function. For any given μ and

ν, C(μ, ν) is a valid function. Then, we define

Y (μ, ν) = ∪g(x)∈C(μ,ν) argmin
x∈R

g(x). (11)

Lemma 4.6: If μ ≤ ( 1
n0

)n0 , ν ≤ n2, then Y (μ, ν) is a

convex set.

Proof: We provide g1(x) =
∑

i∈Vn∪Vt

aifi(x), and

g2(x) =
∑

i∈Vn∪Vt

bifi(x), where g1(x), g2(x),∈ C(μ, ν) with

μ ≤ ( 1
n0

)n0 , ν ≤ n2. And we denote x1 ∈ argmin g1(x),
x2 ∈ argmin g2(x) and consider x1 �= x2. Given g∗(x) =∑
i∈Vn∪Vt

1
n0

fi(x), since 1
n0

≥ ( 1
n0

)n0 , there holds g∗(x) ∈
C(μ, ν) with μ ≤ ( 1

n0
)n0 , ν ≤ n2. It is also denoted that

x∗ = argmin g∗(x). As a result, x∗ ∈ Y (μ, ν).
Considering that x3 = �x1+(1−�)x2, where 0 ≤ � ≤ 1,

we will prove the convexity of the set Y (μ, ν) from the

following two cases based on [13]:

Case 1: x3 ∈ argmin g1(x) ∪ argmin g2(x) ∪
argmin g∗(x);

Case 2: x3 /∈ argmin g1(x) ∪ argmin g2(x) ∪
argmin g∗(x).

We first consider case 1. Due to x3 ∈ argmin g1(x) ∪
argmin g2(x) ∪ argmin g∗(x), we have x3 ∈ Y (μ, ν),
meaning that Y (μ, ν) is a convex set.

For case 2, as x3 /∈ argmin g1(x) ∪ argmin g2(x), there

must hold that x1 �= x3 �= x2. Considering x1 < x2, we

have x1 < x3 < x2. Since x1 = argmin g1(x) and x2 =
argmin g2(x), we obtain that x3 > max[argmin g1(x)] and

x3 < min[argmin g2(x)], i.e., g′1(x3) > 0 and g′2(x3) < 0.

Meanwhile, because x3 /∈ argmin g∗(x), we must have

g∗′(x3) > 0 or g∗′(x3) < 0. Here, we consider that

g∗′(x3) > 0. For the case g∗′(x3) < 0, the following result

can be obtained for the same reason.

When g∗′(x3) > 0, there must exist 0 < σ < 1 such that

σg∗′(x3) + (1− σ)g′2(x3) = 0. Then, we infer that

σ
1

n0

∑
i∈Vn∪Vt

f ′
i(x3) + (1− σ)

∑
i∈Vn∪Vt

bif
′
i(x3) = 0. (12)

Hence,
∑

i∈Vn∪Vt

(σ
1

n0
+ (1− σ)bi)f

′
i(x3) = 0, (13)

where
∑

i∈Vn∪Vt

(σ 1
n0

+ (1 − σ)bi) = 1. From (13), we

obtain that x3 ∈ argmin g3(x) =
∑

i∈Vn∪Vt

(σ 1
n0

+ (1 −
σ)bi)fi(x). Then we will prove that g3(x) ∈ C(μ, ν) with

μ ≤ ( 1
n0

)n0 , ν ≤ n2, which indicates that x3 ∈ Y (μ, ν).
As g2(x) ∈ C(μ, ν), there are at least ν elements bi

satisfying bi ≥ μ ≥ ( 1
n0

)n0 . Let S1 = {bi|bi ≥ μ ≥
( 1
n0

)n0}. For each i ∈ Si, due to 1
n0

≥ 1
n0

)n0 , we have

σ
1

n0
+ (1− σ)bi ≥ σ(

1

n0
)n0 + (1− σ)(

1

n0
)n0 ≥ (

1

n0
)n0 .

(14)

Therefore, there are at least ν weights (σ 1
n0

+ (1 − σ)bi)

satisfying (σ 1
n0

+ (1 − σ)bi) ≥ μ, implying x3 ∈ Y (μ, ν).

Hence, Y (μ, ν) is a convex set if μ ≤ ( 1
n0

)n0 , ν ≤ n2.

D. Convergence and Optimality of RDO-T

Based on the above results, we prove that the convergence

of RDO-T can be guaranteed and the final solution will

always converge to the optima set Y (μ, ν). The main idea

of the proof has referred to the theoretical results in [16],
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but we claim that the proposed algorithm and parameters

are different so that the proof is different.

Theorem 4.7: If assumption 2.2 holds, μ ≤ ( 1
n0

)n0 , ν ≤
n2 and lim

k→∞
αk = 0, RDO-T will converge and the final

solution will belong to Y (μ, ν), i.e.,

lim
k→∞

xi(k) = lim
k→∞

xj(k) ∈ Y (μ, ν), ∀i, j ∈ Vn ∪ Vt. (15)

Proof: Assume that after iteration k̄, all agents will set
fi(k) = 0, k ≥ k̄. Then, there exists

x(k + k̄)

= Φ(k, k̄ − 1)x(k̄ − 1)−
k̄∑

t=1

Φ(k, t)(αt−1f
′(t− 1))

= Φ(k, k̄ − 1)x(k̄ − 1)− Φ(k, k̄)

k̄∑

t=1

Φ(k̄ − 1, t)(αt−1f
′(t− 1))

= Φ(k, k̄)[Φ(k̄, k̄ − 1)x(k̄ − 1)−
k̄∑

t=1

Φ(k̄ − 1, t)(αt−1f
′(t− 1))]

= Φ(k, k̄)x(k̄). (16)

Taking limitations on both sides of (16), it can be obtained

lim
k→∞

x(k + k̄)

= lim
k→∞

[Φ(k, 0)x(0)−
k̄∑

t=1

Φ(k, t)(αt−1f
′(t− 1))]

= lim
k→∞

Φ(k, 0)x(0)−
k̄∑

t=1

lim
k→∞

Φ(k, t)(αt−1f
′(t− 1))]

= 1ψT(0)x(0)−
k̄∑

t=1

αt−1iψT(t)f ′(t− 1)

= [〈ψT(0), x(0)〉 −
k̄∑

t=1

αt−1〈ψT(t), f ′(t− 1)〉]1, (17)

where 〈, 〉 is the symbol for inner product of two vectors.
We see that the limit of vector x(k + k̄) is a vector with all
elements equal to one constant denoted by y(k̄). Then, let
y(k̄) = [y(k̄), · · · , y(k̄)]T ∈ Rn0 . According to (17), y(k̄) is
rewritten as

y(k̄) = 〈ψT(0), x(0)〉 −
k̄∑

t=1

αt−1〈ψT(t), f ′(t− 1)〉

= 〈ψT(0), x(0)〉 −
k̄−1∑

t=1

αt−1〈ψT(t), f ′(t− 1)〉

−〈αk̄−1〈ψT(k̄), f ′(k̄ − 1)〉
= y(k̄ − 1)− αk̄−1〈ψT(k̄), f ′(k̄ − 1)〉. (18)

Thus, lim
k→∞

y(k+1) can be seen as the optimal solution of the

function
n0∑
i=1

ψj(t− 1)fi(x). Based on Lemma 4.5, there are

at least n2 entries j such that ψj(t−1) > ( 1
n0

)n0 . Therefore,

lim
k→∞

y(k + 1) ∈ Y (μ, ν), (19)

where μ ≤ ( 1
n0

)n0 , ν ≤ n2. Meanwhile, we note that

y(k + 1) =

n0∑

j=1

ψj(0)xj(0)−

k+1∑

t=1

n0∑

j=1

ψj(t)(αt−1f
′
j(t− 1)). (20)

For each node i ∈ Vn ∪ Vt, xi(k + 1) satisfies,

xi(k + 1) =

n0∑

j=1

Φij(k, 0)xj(0)−

k+1∑

t=1

n0∑

j=1

Φij(k, t)(αt−1f
′
j(t− 1)). (21)

Then, combining (18) and (20), we obtain that

|xi(k + 1)− y(k + 1)|

= |
n0∑

j=1

Φij(k, 0)xj(0)−
k+1∑

t=1

n0∑

j=1

Φij(k, t)(αt−1f
′
j(t− 1))

[

n0∑

j=1

ψj(0)xj(0)−
k+1∑

t=1

n0∑

j=1

ψj(t)(αt−1f
′
j(t− 1))]|

≤ |
n0∑

j=1

Φij(k, 0)xj(0)−
n0∑

j=1

ψj(0)xj(0)|+

|
k+1∑

t=1

n0∑

j=1

Φij(k, t)(αt−1f
′
j(t− 1))

−
k+1∑

t=1

n0∑

j=1

ψj(t)(αt−1f
′
j(t− 1))|. (22)

On the one hand, we have,

|
n0∑

j=1

Φij(k, 0)xj(0)−
n0∑

j=1

ψj(0)xj(0)|

= |
n0∑

j=1

(Φij(k, 0)− ψj(0))xj(0)|

≤ n0(1− ϕn0 )
� k+1

n0
�
max[|xi(0)|]. (23)

On the other hand, since fi(x) is Lipschitz continuous,

|
k+1∑

t=1

n0∑

j=1

Φij(k, t)(αt−1f
′
j(t− 1))

−
k+1∑

t=1

n0∑

j=1

ψj(t)(αt−1f
′
j(t− 1))|

= |
k+1∑

t=1

(Φij(k, 0)− ψj(0)(αt−1f
′
j(t− 1)))|

≤ n0L

k+1∑

t=1

αt−1(1− ϕn0 )
� k−t+1

n0
�
. (24)

Combining (23) and (24), it infers that

lim
k→∞

|xi(k + 1)− y(k + 1)|

≤ n0 lim
k→∞

(1− ϕn0 )
� k+1

n0
�
max[|xi(0)|] +

n0L lim
k→∞

k+1∑

t=1

αt−1(1− ϕn0 )
� k−t+1

n0
�

= 0. (25)

From (19) and (25), we have that ∀i ∈ Vn ∪ Vt,

lim
k→∞

xi(k + 1) ∈ Y (μ, ν), (26)

where μ ≤ ( 1
n0

)n0 , ν ≤ n2. Thus, we conclude the result.

Remark 4.8: It can be seen that there is no requirement

for the information regarding the number of tolerable attack

agents in RDO-T and no condition for the number of the
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Fig. 1. An network example and performance evaluation.

tolerable attack agents is needed to guarantee the conver-

gence and optimality. Hence, RDO-T is effective even when

the number of adversary attacks is very large. Therefore,

the maximum amount of tolerable attack agents has no

relationship with the network connectivity and when the

network connectivity is small, RDO-T can still be resilient

for the distributed optimization against attacks.

V. NUMERICAL RESULTS

In this section, we investigate the effectiveness of the

proposed algorithm through numerical results. Consider a

network with n = 8 agents including 3 adversary attacks, 3
trusted agents and 2 normal agents, which is shown in Fig.

1(a). Consider the local cost function of each agent i, ∀i ∈ V
has the expression shown in (27) with different parameters

ei, pi > 0 and qi selecting from intervals [8,20], [0,70], [-50

80], respectively.

fi(x) = pi

√
e2i + (x− qi)2 (27)

For each iteration k ≥ 1, the adversary agents will violate
the rule in RDO-T and update their states as follows,

xi = 30sin(0.005πxi(k − 1) ∗ k) + 30, i = 6,

xi = (k/100)2, i = 7,

xi = 60, i = 8. (28)

From Fig. 1(b), we can see that all states of normal agents

and trusted agents will converge under adversary attacks.

Furthermore, as the connectivity of the network shown in

Fig. 1(a) is 1, the existing algorithm in [16] cannot tolerate

one attack node. Meanwhile, the protocol proposed in [9]

will also be invalid since the network is not (2,2)-robust.

Compared with these existing works, as long as the trusted

agents induce the connected dominating set, RDO-T can

be effective even when there are lots of adversary attacks.

Besides that, it should be pointed out that when the network

connectivity is large, the connected dominating set is very

small, implying that we only need protect small amount of

agents to enhance the resilience.

VI. CONCLUSION

In this paper, we developed the resilient distributed opti-

mization algorithm under adversary attacks by making some

connected dominating set of nodes have the high security.

We proved that the convergence can be guaranteed and the

final solution will definitely join in the optima set of some

weighted average of all normal agents’ functions. When the

number of tolerable adversary attacks is not strictly limited

by the network connectivity, RDO-T is still resilient for the

distributed optimization. It means that when the connectivity

of the network is small, the proposed algorithm is still

effective. Furthermore, we found that when the connectivity

of the network is large, we only need protect a small amount

of agents with the high security for RDO-T.
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