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Abstract—In a smart grid, distributed energy manage-
ment (DEM) is a promising approach to realize reliable and
efficient operation. Since cyberattack is one of the crucial
threats faced by smart grid, the investigation of the effect
of cyberattacks on DEM is both a theoretical merit and a
practical value. This paper considers the typical DEM prob-
lem, i.e., distributed economic dispatch (ED) problem, under
attacks. Under a well-developed consensus-based ED pro-
tocol, we first define the stealthy attack through false data
injection for offline and online cases, respectively. The nec-
essary and sufficient conditions are provided to guarantee
convergence of the algorithm when the attacker only injects
false data into the broadcast information. And the offline
stealthy attack can be realized under this kind of attack.
Then, we prove that there exists no stealthy attack inject-
ing false data into the broadcast information for the online
case. Further, we provide the stealthy attack by merely in-
jecting constant false data into generation cost parameters
for the online case. We also prove that for every node, there
exists false data injection into generation cost parameters,
which reduces the generation efficiency. Simulation studies
validate the theoretical results.

Index Terms—Consensus, distributed energy manage-
ment (DEM), economic dispatch (ED), smart grid, stealthy
attacks.

[. INTRODUCTION

NTEGRATED with smart infrastructures, communication
I architectures, advanced control technologies, etc., a smart
grid is expected to be much more efficient and reliable [1],
[2] compared with the traditional power grid. Due to the exis-
tence of intelligent controllable electrical devices and advanced
communication networks [3], distributed control and optimiza-
tion [4] become possible and also desirable in a smart grid
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[5], [6]. Compared with the conventional centralized approach,
the distributed one will be more scalable and robust, which is
more applicable for smart grid. Especially, distributed energy
management (DEM) is a critical and notable problem in the
operation of a smart grid [7].

Owing to the high integration of communication construc-
tions [8], cyberattack [9] is becoming one of the most challeng-
ing problems faced by a smart grid [10]. The existing control and
optimization algorithms without considering cyberattacks may
admit the attacker penetrating the power grid and then attaining
access to the control software, which can destabilize the grid
in unforeseeable ways [11]. A great amount of work has been
done for the state estimation under cyberattacks in electric power
grids and most of these analysis and designs are given from the
perspective of distributed controls [12], [13]. For DEM prob-
lems, which rely on distributed optimizations, only few efforts
regarding cyberattacks have been accomplished. In [14], the vul-
nerability of the incremental cost consensus (ICC) algorithm,
which is designed to solve the Economic Dispatch (ED) prob-
lem, was investigated under attacks and a reputation-based de-
tection algorithm was provided. However, the ICC algorithm
needs a centralized unit and is only effective for undirected
topologies. Duan et al. analyzed how the distributed DC optimal
power flow (DC-OPF) algorithm behaves under integrity attacks
[15], where equality constraints are decentralized naturally.

In state estimation, false data injection means that by ma-
nipulating the measurements, the attacker knowing the system
configuration information can introduce errors into certain state
variables without being detected by existing algorithms [16].
Stealthy false data injection attacks have been widely studied
for the networked control system [17], [18]. Considering the
attacker has the property of stealthiness, we define the similar
cyberattacks for DEM. Seeing that DEM optimization problems
cannot be unified simply, to investigate the stealthy attack for
DEM, we consider a representative and significant problem, i.e.,
ED. Distributed ED is used to allocate multiple generation units
to meet the expected demand, while minimizing the total gen-
eration cost in a distributed way [19]. As there exists a global
equality constraint for the balance between the generation and
demand, which cannot be decoupled easily, distributed ED be-
haves differently from distributed DC-OPF under attacks.

Since high efficiency is an important feature of smart grid
[1] and the attacker that makes the total generation cost larger
than the optimal one in ED can decrease energy efficiency,
it is meaningful and practical for the attacker to increase the
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total generation cost. Usually, ED is realized every 5 min or
longer according to the generation prediction and load condi-
tion [20], which means the ED algorithm implementation is
offline. When the distributed ED algorithm is executed offline,
if all agents achieve seemingly satisfactory final state under at-
tacks but the imbalance between the generation and demand
occurs, the attacker cannot be detected. Accordingly, such at-
tacks are undetectable and the power system may become un-
stable in the future. Due to the volatility and intermittent of
the renewable energy resources, real-time ED, i.e., the schedul-
ing is fulfilled online, is also needed for smart grid [21]. For
the online case, since the power mismatch can be estimated
by frequency measurements [22], the attack causing the imbal-
ance between the generation and demand can be detected easily.
Hence, whether the attacker can make the total generation cost
increase while keeping the generation and demand balanced is
an interesting problem. Meanwhile, how the attacker can ma-
nipulate its state to introduce high total generation cost is also
attractive.

Different distributed ED algorithms have been proposed for
different performance objectives including low computation
complexity, high speed, etc. Usually, these algorithms are non-
linear, which makes the performance analysis of the algorithm
under cyberattacks difficult. As an efficient distributed com-
puting method [23]-[26], consensus-based algorithms have at-
tracted significant research interests for solving the ED problem
[27]-[32]. The consensus-based ED algorithm, which can be
simplified as a linear system for the iteration process, makes the
analysis tractable. Considering the fully distributed consensus-
based ED algorithm for directed communication topologies pro-
posedin [29], we define stealthy attacks for the online and offline
cases under attacks and then analyze influence of the stealthy
attack on the algorithm. The main contributions of this paper
are summarized as follows.

1) We consider how the consensus-based ED algorithm pro-
posed in [29] behaves under stealthy attacks. To the best
of our knowledge, the formulated problem is novel and
practical.

2) We derive the necessary and sufficient conditions to guar-
antee the convergence of the algorithm under attacks only
injecting false data into the broadcast information.

3) We prove that the offline stealthy attack can be realized
and the online stealthy attack does not exist if the attacker
only injects false data into the broadcast information.

4) We provide an online stealthy attack by merely injecting
constant false data into generation cost parameters. The
existence of generation cost parameters manipulation that
will reduce the generation efficiency is proved.

The remainder of this paper is organized as follows. In
Section II, the problem of the consensus-based ED algorithm un-
der attacks is formulated. Section III analyzes the convergence,
feasibility, and optimality of the consensus-based algorithm un-
der attacks that only injects false data into the broadcast informa-
tion. Section IV provides the stealthy attack injecting constant
false data into the generation cost parameters. Simulations are
presented in Section V to verify the obtained results. Finally,
Section VI concludes this paper.

Il. PRELIMINARIES AND PROBLEM FORMULATION

Considering a power grid with N > 3 agents indexed by
1,2,..., N, we assume that each agent owning certain amount
of demand can control a generation unit locally. A directed
strongly connected graph G = {V, E'} is used to represent the
communication topology of the network, where V' is the set
of N nodes and £ C V x V is the edge set. It is noted that
(j,1) € E if and only if (iff) node ¢ can receive information
from node j, and node j is the in-neighbor of node 7. The in-
neighbor set of node i is defined as N;" = {j|(j,i) € E,j # i}
and |N;"| is the cardinality. Meanwhile, we represent the out-
neighbor set of node i as N;” = {j|(i,7) € E,j # i} and | N, |
is the cardinality. Self-loop is not considered here, i.e., (i,7) ¢
EVieV.

A. Preliminaries of Consensus

We introduce a row stochastic matrix W = [w;;] and a col-
umn stochastic matrix () = [g;;], whose elements are as follows:

1 - + 1 . 4
W’j €N, W’] €N,
wy = 17 X Wi =gy = 1= X g =
JEN; jEN;
0,j ¢ N, j#i 0,j ¢ N j#i
Let 2(k) = [z1(k),...,zn (k)" denote the state vector of all

nodes in G at iteration k, k € {1,2,...}. Given any initial state
x(0), we can obtain the following two lemmas [24].

Lemma I (Consensus): If G is a strongly connected graph,
under the consensus algorithm z(k + 1) = Wz (k), then there
holds that khrrolo zi(k) = ¢,Vi € V, where c is a constant.

Lemma 2 (Ratio consensus): If G is a strongly connected
graph, under the ratio consensus algorithm z(k + 1) = Qx(k),
then there holds that lim x; (k) = o; SN zi(0),VieV,
where w; is the ¢th element of the normalized right eigenvector
corresponding to eigenvalue 1.

Note that under Lemma 2, the state of each node will converge
to a stable value and the sum of all states will not change during
the iteration process. For general weight settings for all edges,
which guarantee the row and column stochasticity of W and @,
respectively, the above lemmas will always hold.

B. Distributed ED

In the network-enabled distributed power grid, the aim of ED
is to improve the generation efficiency by minimizing the total
generation cost without considering transmission line thermal
limits. The details are given as follows.

Dividing a day into 7" time periods, the length of each pe-
riod is constant (for example, 5 min). In each period ¢,t €
{1,2,...,T}, the agents aim to minimize their total genera-
tion cost as well as achieving the balance between the genera-
tion and demand simultaneously through local communications.
For each agent 4,7 € V, the generating power is represented as
P; with lower (upper) bound denoted by P (PM). The cost
C;(P;) of agent i can be denoted as the quadratic function of
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P ie.,
Ci(P) = a; P} + bP, + ¢

where a;, b;, and ¢; are the fitting parameters of generation
unit . To make the notations simple, we transform the cost
function as

(P, — al)

+75i,2€V

—b;

b?
as 1o Then ED prob-

where ; = 2}7, o =
lem is formulated as

and Yi = Ci —

min ZC’ (la)
eV
sty P=)Yd; (1b)
i€V i€V
pP" <P <PMieV (lc)
where d;, 7 € V, is the local load known by agent 7. Denote the
incremental cost of generation unit ¢ by A;, i.e, A; = dCd }3 ).

Werepresent A = 2a; PM + b; and A" = 2a; P/ + b;, which
will be used in the iteration of P;(k). The consensus-based
algorithm under no attack can be described as Vi € V'

A (k+1) = wa (k) + & (k)
T
By (k+1) =] Bir (k+1)+a7,k”‘ <hi(k+1) <M
B, A (k+1) <A
§i(k+1) = %:/ ai;&; (k) — (P (k + 1) — P; (k))
2

where &; is the local power mismatch estimated by node 7, Vi €
V. As variables &; and X; will be broadcast to neighbors of node
i, we depict &;’s and A;’s as the broadcast information. 3;’s and
«;’s are the named generation cost parameters. If each agent
i € V initializes its state as follows:

, d; < P"
R(O) — dia Ijim < d1 < P{M
PM, PM < d; 3)

&i(0) = d; — P(0)

the algorithm in (2) can achieve the optimal solution of the
ED problem in (1) distributedly. Here, ¢ is the learning gain
parameter, which is critical for convergence of the algorithm in
(2), as shown in the following Lemma [29].

Lemma 3: Under the algorithm in (2) with initialization in
(3), if the network is strongly connected, there exists a small
€ >0, when 0 < € < £, the algorithm in (2) can achieve the
optimal solution of the problem in (1), i.e.,

lim 2, (k) = A", lim P, (k)

k—00 T k—oo

=P lim &(k)=0,i€V
k—00

where P, Vi € V and A* are optimal power and optimal La-
grangian multiplier, respectively.

C. Distributed ED Under Attacks

The nodes manipulated by the attacker are called attack nodes
and attack nodes can inject false data into state variables, i.e.,
ri(k), & (k), and P;(k), where 4 is an attack node. When each
node i cannot know neighbors’ information P} and P,V €
N; and attack nodes can ignore the lower and upper bound of
generation power, the false data injected by the attack node j to
P; (k) can be any value in R. Thus, we provide a rather general
form of the attack to P (k) to make the problem clear and general,
i.e., the algorithm in (2) under attacks can be modeled as Vi € V'

A(k+1) = %wu i (k) +e& (k) + @} (k)
P (k+1) =l (k)
& (k+1)= 30 a8 (k) = (P (k+1) — P (k) + u; (k)

“)
where when i is an attack node, @ (k), @ (k), and @ (k) can be
any value in R. Otherwise, u*(k) = 0, ﬂf(k) =0, and u?! (k)
follows the second equation in (2).

From (4), we observe that the attacker can ruin the con-
vergence of the algorithm easily by making Lemma 3 invalid.
However, breaking the convergence or the balance between the
generation and demand will make the attacker exposed to the
system operator or agents. Suppose that when the algorithm in
(4) is executed offline, the attack making (4) divergence can be
detected. Meanwhile, when executing (4) online, the divergence
or the imbalance between the generation and demand can be de-
tected by agents through the frequency deviation. The stealthy
attacks for offline and online cases are defined as follows.

Definition 1: Under the algorithm in (4), if the attack makes
the algorithm converge to a stable but not optimal point, i.e.,

lim 2 (k) = 2, lim Py(k) = Pf, lim & (k) = 0,i € V

where A* # A* is a constant and P,Vi € V is constant, the
attack is offline stealthy.

For the offline ED problem, as long as all incremental cost
Ai(k)’s converge to a common constant and all local power mis-
match &; (k)’s converge to zero, each safe agent would think that
the cooperation achieves optimality. However, there may exist
some stable final point that is not optimal or even not feasible.
Thereby, the imbalance between the generation and demand
may occur in the future. How to guarantee the convergence of
the distributed algorithm (4) is a difficult problem because there
is a nonlinear iteration process for the local power P;(k) and
lots of variables can be manipulated.

Definition 2: Under the algorithm in (4), if the attack can
make the algorithm converge to a stable, feasible but not optimal
point, i.e.,

k—00 k—o00
where A% # A* is a constant and )
attack is online stealthy.

For the online ED problem, the global coupling equality
constraint must hold. Note that the consensus-based algorithm
is designed to converge to the optimal solution starting from
the infeasible point, which implies that the global coupling

Ff, lim &(k) = 0,i €V

]eV = Ejev d;, the
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constraint does not hold for the initial point. Thus, it is diffi-
cult to guarantee the feasibility of the final point by one or more
attack nodes through false data injection. Hence, if there exists
false data injection, whether the algorithm in (4) can achieve
convergence and how to ensure the feasibility of the final point
while ruin the optimality are challenging and open problems.
Therefore, whether the attack can reduce the efficiency of ED
in a stealthy way for online and offline cases, respectively, is
an interesting problem. If there exists the stealthy attack, how
much the attack node can drag the final point from the optimal
one is also noteworthy. To solve these problems, we first provide
the necessary and sufficient conditions for the convergence of
the algorithm in (4) and the offline stealthy attack is achieved.
Then, we propose that the online stealthy attack can be fulfilled
by injecting false data into generation cost function parameters.

IIl. STEALTHY ATTACKS TO THE BROADCAST INFORMATION

Considering the attacker injecting false data into the broad-
cast information [33], we analyze how the convergence of (4)
can be guaranteed for the unbounded generation case and then
generalize it to the bounded one.

A. Unbounded Generation Cases

Here, we first consider the problem in (1) without inequality
constraints (1c) that is important for the analysis of the problem
in (1). As attack node ¢ only injects the false data into A;(k)’s
and &; (k)’s, the algorithm in (4) can be transformed as

] o] 8]+ [240]

where B € RN s a diagonal matrix with B;; =
B;,Vi € V, and u*(k) = [u}(k),...,uh (k)" and u(k)=
(5 (), ..., ul (k)] represent false data vector for A(k), and
&(k), respectively. At the same time, there holds u}(k) =
uf (k) = 0iff node 7 is not an attack node.

Before providing the necessary and sufficient conditions for
the convergence of the system in (5), we present the follow-
ing necessary and sufficient condition for the initialization.
The analysis in this paper is established on this condition and
Lemma 3.

Lemma 4. Iff there holds
D> &GO +Y P0)=>d 6)
iev ieV iev

the algorithm in (2) can achieve a feasible point of the problem
in (1).
Proof: According to the algorithm in (2), there holds

DoGk+1)+D Pk+1) = &k + > Ri(k). (D
ieV ieV ieV eV
Since the algorithm will converge and the final point will
satisfy klim &(k)=0,Yi eV, we have klim Yoiev Pi(k) =

Yoiev &i(0) +> "o Pi(0) = >,y di. Accordingly, the final
point is feasible under condition (6) that concludes the suffi-
ciency.

Then, we prove the necessity. As the final point is feasi-
ble and (7) holds, we have klim Yoiev Pi(k) =20 &i(0) +

> icv Pi(0). Since the final point is feasible, there holds
klggo Yoiev Pi(k) =2, di. As a result, we can obtain
Zie\/ &i (0) + Ziev PZ(O) = Zie\/ d;. u
Although the system matrix in (5) is different from that in
[34] and [35], it has a simple largest eigenvalue 1 while all other
eigenvalues lie in the open unit disk. As a consequence, we
can generalize results in [34] and [35] and obtain the following
necessary and sufficient condition for the convergence of the
system in (5).
Lemma 5: If the system (5) can achieve asymptotic conver-
gence, i.e.,
lim A;(k) = X*,klim §k)=0,VieV ®)

k—o0

where 1* is a constant, then there holds

i [ =0 2

Since the proof of Lemma 5 can be obtained simply through
contradiction, we omit it here.
Lemma 6: 1If there exists a constant H such that

SOk < H)Y Juf (k)| < HjieV (10)
k=0 k=0

then the system in (5) achieves asymptotic convergence, i.e.,

Jim Li(k) = X*,khm §k)=0,VieV. (11)

Proof: For simplification, we give the following nota-

tion, A = {ﬁ(IVYW) Qg_jd}, x(k) = [283] and u(k) =
(k)

o (k) | Then, we have

x(k+1) = Ax(k) 4+ u(k)

= A" 2(0) + APu(0) + -+ A%u(k)
(12)

k
= Ak’HJ;(O) + Z Ak‘ftu(t).
t=0

As A has a simple eigenvalue 1 and all other eigenvalues
lie in the open unit disk, by referring to Theorem 2 in [35],
limy oo > re o AF7Pu(t) will converge to the eigenvector corre-
sponding to eigenvalue 1. As the eigenvector of A corresponding
to eigenvalue 1 has the form ve, where v > 0 is a constant, and
e=11,...,1,0,...,0]T € R*¥*! with N elements equal to 1
and N elements equal to 0, we have

13)

k—o00

o0
lim Z AFtu(t) = ce.
t=0
where c is a constant. Meanwhile, according to Lemma 3, there
holds
lim AF12(0)

k—o00

= A'e. (14)
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From (13) and (14), it can be obtained that the final value of
(5) will achieve convergence, i.e.,

lim z(k) = ce + A'e.

k—o00

[ |
Theorem 1: If (10) is satisfied, (5) can achieve asymptotic
convergence and the final point satisfies

diev di + khjrolo ijo diev “f(]) -
Ziev Bi

Ziev Q;

o ()=
VieV. (15)

Proof: Due to (6), convergence of (5) can be guaranteed if
(10) holds. According to the iteration rule for &; (k) in (5), by
summing up all &; (k) for all ¢ € V, one obtains

Y Gk + 1)+ Pk+1)

ieV eV
=Y Gk + P+ Yl (k)
icV ieV eV
=2 Gk =1+ D Pk 1)+ (k-
ieV eV eV (16)
+ > uf (k)
eV
k
=D &GO0)+ D P0)+ > ui(j)
i€V eV Jj=0ieV

Since P;(k + 1) = Bix;(k + 1) + o, substituting P; (k + 1) by
Ai(k + 1), we can transform (16) as

eV ZEV
k
=D GO+ RO+ D ui(G). (D

i€V eV j=01ieV

Taking limitations on both sides of (17), as klim & (k) =0,Vi e
V and (6), one infers that

JCILHQOZ (Biri(k) + i) = Zdi + Zzuf(k)

i€V i€V k=0i€V

As A;’s will achieve consensus according to the system dynamic
and (3; > 0, we obtain (15). [ |

Remark 1: We see that the final state of the algorithm in
(5) only depends on the total sum of false data injected into
the local power mismatch ; (k) and the false data injected into
the incremental cost cannot affect the final state. Moreover, for
the first time iteration, since P;(0) is used for updating &; (k),
4:(0),Vi € V can be randomly chosen.

Theorem 2: The algorithm in (5) can achieve convergence
and the final point is the feasible solution of the problem in (1)
without inequality constraints (1c) if the condition (10) and the

following equation holds:

k
lim Z Z uf (j) =
k= i iev

(18)

The feasible solution must be the optimal one, which indicates
that there is no online stealthy attack under algorithm in (5).

Proof: Seeing that (10) holds, according to Theorem 1, the
algorithm in (5) will achieve convergence and the final state
satisfies (15). If we have (18) hold, there holds

Zz‘ev di — Zzev Qi VieV.
ZTGV 67

As P(k+1) = B;ixi(k) + «, transforming (19), one obtains
klim > icv Pi(k) = >_,c di. The balance between the gener-

ation and demand is achieved, which implies the final point is
feasible. Without any generation bounds consideration, the op-
timal solution of the problem satisfies (19). The feasible final
point must be the optimal one. |

Remark 2: From Theorem 2, we note that if the attacker just
injects false data into the broadcast information, it cannot make
the final point to a feasible but not optimal point. Hence, the on-
line stealthiness cannot be realized. However, if the distributed
algorithm is executed offline, every node thinks that the conver-
gence and optimality are achieved. Without any detection, such
attack cannot be found timely, and instability and even blackout
may be caused by such kind of attack.

lim 2, (k) = (19)

B. Bounded Generation Cases

Considering generation units have limited generation power
bound, we prove that the above results still hold. The algorithm
in (4) with false data injection into the broadcast information
can be written as

L (k+1)= Zwm i (k) +e& (k) + ut (k)
RM, r(k+1)>
P (k+1)= ﬁixi(k+1)+ai,,\;n < A (k+1) <M
Pm X (k+ 1) S )\m
& (k+1)= ;/qufg( ) = (P; (k+1) = P (k)) + uf (k).
' (20)

Theorem 3: If the algorithm in (20) achieves convergence,
ie.,

lim (k) = e, lim &(k) =0 VieV

k—o00

1)

where A. is a constant, we have (9).
Proof: For each node i, by taking limitations on both sides
of the first equation of (20), one obtains

kh—>nolo)%(k +1) hm Zw” k) +e& (k) + ut(k)

Jjev
) k—o0 k—o0
jev
+ lim u?(k).

k—o00
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jev ’LU”')LC +e X

Due to klgrorc Ai(k) = Ae, we have A, =)
0+}}er010 u?(k). Because W is row stochastic, there holds
djev wij = 1. As a result, A, = A, + Jim u’\(k;) We con-
clude hrn u}(k) = 0,Vi € V. Since hrn 57( ) =0, by tak-

ing lrmrtatrons on both sides of the thlrd equation of (20),
one obtains 0 = — hrn P(k+1)+ hm P (k) + hrn us (k).

As khrn ri(k) = )», holds and P, (k + 1) satisfies the second

equation of (20), P;(k + 1) can achieve convergence. Accord-
ingly, one infers that hrn u; ¢ (k) = 0. Hence, (9) holds. [ |

Theorem 4: 1If condrtrons (10) and

YIS RS B ptlh

eV eV ] 0ieV

) < }EIJDA’

eV

(22)

hold, there must exist integers M > 0 and N b such that when
k > M, (20) can be modeled as the system (5) with dimension
being N b < N, which means that it can achieve convergence
i.e., (21) holds. Meanwhile, if kli_r& Z 0oy us (§) # 0, the

final value will not be a feasible point.
Proof: Owing to (22), the original problem in (1) is feasible.
By summing up the first and third equation in (20) forall: € V,

we can obtain
=D wighy (k) + )& (k)+Y b (k)

> ai(k+1)
eV i€V jev eV i€V

(23)

According to (16), (23) can be transformed as

Z)\; (k‘ + 1) = ZZU}Z‘J‘A] (kj)

iev ieV jev
RVDECTORD SRS 3) DIIIES ST
i€V eV Jj=04ieV eV
(24
Without loss of generality, suppose (> ..y —F; (k)+

Yiev dit 350 Sicy uf (1) + Liey wl(k)>0, Ai(k +1)'s

will become 1arger generally and reach consensus, which
means that P, (k + 1)’s will be increasing. Hence, P;(k)’s will

k— .
make E(ZLEV i ( ) + ZLEV d + Z ; ZLEV £( )) +
>y ur(k) approach to zero as k goes to infinity. Since (10)
holds, we suppose

Zuf (k) =
k=0

where S,f ’s are constants. Accordingly, with k growing, P, (k)’s
will have smaller adjustable range. Therefore, there must exist a
large M such that when k& > M, some generation units reaching
their upper or lower bounds will keep saturated. Cutting these
saturated generation units, when k& > M, the dynamic of the
algorithm can be described as the linear system (5) with dimen-
sion N? satisfying N* < N. As a result, according to Theorem
1, the algorithm in (4) can achieve convergence, i.e., (21) holds.

S¢, lim ul(k) =0,ieV
k—o00

Meanwhile, from (24), we can see that due to (21), there
holds lim ZZEV =P (k)43 0y di + Z’fl dicv us (§) =

0. Then 1f hrn Z] oy U

the dlscrepancy occurs between the generation and demand,
which means that the final value will not be a feasible
point. |

Remark 3: The theoretical results for the unbounded genera-
tion play a key role in analyzing cases considering the inequality
power constraints. First, considering the unbounded generation
cases, we can obtain the linear system (5), which renders the
specific analytical expression of the final solution tractable. Fur-
thermore, the inequality power constraints for generation units
have very limited impact on the convergence of the algorithm
in (4). If the optimal solution of problem (1) is the same as the
one of the problem in (1) deleting the inequality constraints, the
algorithm will have almost the same dynamic under small false
data injection into the broadcast information. If not, i.e., there
is at least one generation unit that will reach its upper or lower
bound, the system dynamic may vary from the unbounded case,
but can still attain convergence under the false data injection into
the broadcast information. Further, we can see that the results
of Theorems 14 considering the attacker injecting false data
into the broadcast information are not related to the number of
attack nodes.

£(j) does not equal to zero,

IV. STEALTHY ATTACKS FOR GENERATION COST
PARAMETERS

In Section II, we formulate the problem of the consensus-
based ED algorithm under attacks as (4), where the attack
may not be the stealthy attack. Here, we provide a form of
the online stealthy attack injecting false data into generation
cost parameters for both the unbounded and bounded gener-
ation cases, which is the specified form of that in (4). Under
such attack, the attacker can fulfill either the online or offline
stealthy attack. First, some important notations are provided.
Denote O,n and C,, as the final generation cost under attacks
and no attack, respectively. Meanwhile, 1* (P*) is the opti-
mal incremental cost (generation power) under no attack and
A (15*) is the final incremental cost (generation power) under
attacks.

A. Unbounded Generation Cases

Considering there is only one attack node ¢,,7, € V in the
network, we provide how attack node 7 injecting constant false
data into generation cost parameters can affect the final gener-
ation cost compared with the optimal one. Let the manipulated
parameters satisfy 3; = 3 + Ap,, and &;, = a;, +A,,, .
Then, we obtain

Yodi— > o — Ay,
1~ Iy k _ X* _ eV eV 25
Jim i(k) SEEYYS (25)
eV

Theorem 5: 1If one attack node ¢ injecting constant false data
Ap,, #0and A, #0to 3, and «;,, the algorithm in (5)
can achieve convergence and the final point is feasible but
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not optimal. A larger deviation of A* introduces more growth
of C"™.
Proof: From (19) and (25), one obtains

A0 68— Aay,
X* _ eV
> B+ AB,
eV

which means that

AR, 4 Aaj, = (A= 37)) B
eV

Therefore, the cost of node 7, under attacks is denoted by

Ci, (P,
i+ ABL M 4 i, + Ay, — o,
_ (B, +48.,) J;ﬁaJr @i, — i, b

(Bi, M + ABi, M + Aay, )?
= 28, + %,

B =) B
= 2% + %, -

Ci, (B,) =
+ i, - Thus, we have

Without attack, the cost of node 1%, Iis
(Big 40" Faiy —ai, )’ g e
204, TV = 2Bi,

i, (P,) =Gy, (Py,)

P ()2 =B, A+ (W = A) Yy B
20,
= (Bi, A"+ Bi, A"+ (A = A7) z‘;ﬁz)
(Bi, M = Bi, A" = (A = &%) %:/ Bi)
26,
=[(Bi, + z‘;ﬁi))‘* + (Bi, — z‘;ﬂi)j‘*}

(Bi + Yiev Bi) (0 = 47)
28, '

(26)
X

X

For i # i,, there holds

Ci(P) = Ci(P) =

From (26) and (27), we obtain

Cm - Cm

= Z [Ci(P) = Ci(P)] + Ci, (P,) = Ci, (P,,)
i€V itia

= (@:a - Z@:) (A =2
eV
" (= Bi, (W HX) 461, K+ Dy Bk +8i, M — ey Bid"]
243,
2

(@',, - Z’ie\/ ﬂi) (Ziev ﬁi) ()‘* — 5‘*)
26, '

When 1* # 1, wehave C,, — C,, < 0.Iff A* = A*, there holds
C, — C~’m = 0. Therefore, the final point is not optimal, which
signifies that by injecting constant false data into generation
cost parameters, the attack can keep stealthy and make the total
generation cost increase. |

Remark 4: From the above proof, one observes that more
deviation of A* from the optimal one A* can induce larger in-
crement of generation cost. The attack can make A* deviated
from A* by manipulating (;, and «;,. The above analysis can
be generalized for multiple attack nodes cases.

B. Bounded Generation Cases

The inequality constraints in (1) are important practical con-
straints. With the constant false data injection into generation
cost parameters, we analyze how such attack will affect the
optimality of the algorithm in (4).

Theorem 6: For the problem in (1), if attack node ¢, only
injects constant false data Ag, —or A,, to 3, or «;,, there
exists Ag, or A,, such that the algorithm in (4) can achieve
convergence and the final point is feasible but not optimal.

Proof: As the structure of the algorithm in (4) under constant
false data injection into generation cost parameters remains con-
stant, Lemma 3 still holds. It means that the algorithm in (1) can
achieve convergence and the power imbalance will disappear
with iteration. Therefore, the final point is feasible.

As the objective function of the problem in (1) is strictly
convex and the feasible set is convex, the problem in (1) has
only one optimal point P* and one incremental cost 1*. Suppose
that there exits no Ag, or A, injected by attack node ¢ such
that the optimal point will change. Accordingly, the optimal
incremental cost and the optimal solution under attacks will
satisfy 1* = A* and P* = P*. For attack node i, with any Ag,
or A,,, ,there must hold

B B
Pl =9 B, M+, AN <At <M
PI. o Asdy 28)
P, =
=4 B, M Fay,, A <a <M
Pl S
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IEEE 39-Bus.

a, =N, +op,, A=
3 and A} = %Pfy — 5. One observes that
there must exist Ag, and Aa such that (28) does not hold.
Consequently, we can conclude the result. ]

Remark 5: One notices that by injecting constant false data
into generation cost parameters, the convergence and feasibility
of the final point can be guaranteed but the optimality is ruined
stealthily for both online and offline cases. Consequently, these
parameters are very important, which should be well protected.
The deviation of the total generation cost caused by this form
of attack is determined by the constant false data injection and
the generation power bounds. Moreover, different attack node
has different effective manipulation range, which means the
effective false data injection range for generation cost parame-
ters. With lots of attack nodes, if the manipulation range of the
attacker becomes larger, the total generation cost will be larger.

where 3, = (Ag,, +06i,)
1 mo__ %

Bia T G,

V. PERFORMANCE EVALUATION

We consider the IEEE 39-bus system with ten generation
units and 18 demands. Suppose there are N = 10 agents in
ED, where each agent can control one generation unit and its
demand can include some local demands. The communication
network, which is described by the red lines in Fig. 1, is strongly
connected. Here, we consider three kinds of generation units
including coal-fired steam unit and two different oil-fired steam
units. The related parameters are shown in Table [ by referring to
[36]. Nodes ¢ = 1, 2,5, 6 contain coal-fired steam units, nodes
1 = 3, 7,9 contain coal-fired-1 steam units and other nodes have
coal-fired-2 steam units.

Meanwhile, we set € = 7.75 x 10~* and the total demand sat-
isfies > ;e di = 3300. When there is no attack, the incremental
costs will converge to the same value A* = 8.82 and the power

TABLE |
PARAMETERS OF GENERATION UNITS FOR IEEE 39-Bus

a; b i ¢ P[m P[IL[
Coal-fired 0.00142 720 510 150 650
Oil-fired-1 0.00194 7.85 310 100 400
Oil-fired-2  0.00482  7.97 78 50 200
10
3500
9.5 Y it
3000
i = 2500 %0 l
= | & AP =43.076
<85 [N | A Y| M i -
= 8.84 G200 3300
8 8.82f arstsr | l 1 1500 . 195 200
197 198 199 20! 1000f | - - - Demand Power
7 50 100 150 200 50 120 150 200
k
(a) (W]
600 400,
500 300
400, 200
£ 300 = 100
200 opt
100 -100
0 50 1(20 150 200 200 50 1%0 150 200
(© (d)

Fig. 2. Convergence performance without generation bounds. (a)
Incremental cost. (b) Total power mismatch. (c) Generation power.
(d) Local power mismatch.

mismatch will converge to zero, and the generation power con-
verges to a stable state with iterations.

A. False Data Injection into the Broadcast Information

1) Unbounded Generation Cases: Assume that node
¢ =1 is an attack node and it tries to keep offline stealthiness
through injecting false data u} (k) = 4  0.15% and u§(k) =
80 * 0.35". We investigate how attacks can affect the conver-
gence and the feasibility of the final point under the algorithm
in (5). It can be seen in Fig. 2(a) that all incremental cost will
achieve consensus under such false data injection. However, the
final incremental cost is not the optimal one, which means that
the optimality of the algorithm in (4) is ruined. Meanwhile, the
balance between the generation and demand is broken, which
is shown in Fig. 2(b). Thus, such attack can be detected by
frequency deviation measurements and online stealthy attack
cannot be achieved. We observe from Fig. 2(c) that all genera-
tion power P;’s converge to stable states. Meanwhile, one can
see in Fig. 2(d) that local power mismatch approaches to zero
with iterations. Thus, there exist attacks, which can guarantee
the convergence of the distributed algorithm in (4) but can break
up the optimality of the final point, i.e., the offline stealthy attack
is realized.

2) Bounded Generation Cases: Under the same set-
ting, if each optimal generation power P satisfies P/ < P <
PM and the initial point is within the generation bounds, the
optimal solution of the problem in (1) is the same as the problem
in (1) without inequality constraints (1c) and the convergence
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Fig. 3. Convergence performance under bounded power. (a) Incre-

mental cost. (b) Power generation. (c) Generation power. (d) Local power
mismatch.
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Fig. 4. False data injection for generation parameters. (a) Incremental
cost variance. (b) Total cost variance.

curves of %;(k), & (k) will be the same under two situations
considering the small bounded false data injection. To investi-
gate how the bounded power generation will affect convergence
under attacks, we change the upper bound of node ¢ = 2 as
PM = 500. Since the problem changes, the optimal incremen-
tal cost turns into A* = 8.8557. Under the same bounded false
data injection, we can obtain almost the same convergence per-
formance, which is shown in Fig. 3(a)—(d). It also verifies our
theoretical analysis for the convergence of the algorithm in (4)
considering the bounded generation.

B. False Data Injection into Generation Cost Parameters

We investigate how the attacker injecting constant false data
to generation cost parameters can influence the optimality of
ED. The above scenario setting for the bounded generation case
is considered. By manipulating parameters «; for ¢ = 2 where
A,, changes from —600 to 390, we conduct simulations for
both bounded and unbounded generation cases, respectively. As
shown in Fig. 4(a) and (b), the overall tendency exhibits that the
total generation cost increases as the incremental cost deviates
from the optimal one. For the unbounded generation case, as de-
viation of incremental cost becomes larger, the total generation
cost grows, i.e., the efficiency of ED is lowered by such stealthy
attack. For the bounded generation case, the attack node has the
limited effective manipulation range, beyond which, the total
generation cost would not change. Considering how the number

m i
it et
il
i

i
i

AC(Aaa,A(xZ)

490

90
-110

1020 510 -0
Aaz - Ady

Fig. 6.  AC for the case with two attack nodes.

of attack nodes will affect the effective manipulation range, we
conduct simulations for cases, i.e., the attack only injects con-
stant false data to aw, the attack only injects constant false data
into a3, and the attack injects constant false data to as and a3.
From Fig. 5 and 6, we can observe that the total generation cost
of the case with two attack nodes is larger than that with one
attack node.

VI. CONCLUSION

In this paper, we analyzed how the consensus-based ED
algorithm performs under stealthy attacks. We proved that for
the false data injection into the broadcast information, the algo-
rithm can still achieve convergence but the final state must be
optimal one if it is feasible. Considering only the divergence of
the algorithm can be detected for the offline case, we proved that
such attack can be stealthy. Then, for the online case, we assume
that the imbalance between the generation and demand can be
recognized by frequency deviation measurements. We obtained
the stealthy attack that injects constant false data into gener-
ation cost parameters. Under such attack, the power mismatch
approaches to zero but the total cost increases. Furthermore, we
found that the constant false data injection into generation cost
parameters can affect the deviation of the optimal total cost
through the deviation of the final incremental cost. As the power
of generation unit is bounded, each attack node has limited effec-
tive false data injection range. Simulation results showed that for
the bounded generation case, the convergence of the algorithm
under attacks had the same performance as the unbounded one,
which also illustrated our obtained results. For the future work,
we will analyze whether the results can be generalized for more
general distributed optimization problems under attacks.
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